

















BlackBerry®

Product description

Availability

Confidentiality

Integrity

swisscom

The BlackBerry® service enables companies with their own or a hosted corporate
messaging infrastructure (e.g. Microsoft Exchange, Lotus Domino or Novell
GroupWise) to receive, edit and send encrypted e-mails and to update

to-do lists, calendar and address data using a mobile BlackBerry terminal device.

BlackBerry® availability is based on the following components: RIM relay
data centres, the BlackBerry® Enterprise Server (integrated in the customer’s
IT infrastructure), the Swisscom connection to RIM, the Swisscom mobile
networks and the terminal device. These services rarely malfunction and are
extremely reliable.

BlackBerry® Release 4 uses the Advanced Encryption Standard (AES),

which encrypts all data traffic between the customer’s enterprise mail server
and the BlackBerry® terminal device, including e-mails, calendar data,
appointment queries, and all other application data traffic between

the BlackBerry® Enterprise Server and the BlackBerry® terminal device.

RIM does not store any data (e-mails, appointment requests) on its servers
that are sent to or by customers, and cannot therefore view or output data
of this type. The service is audited by RIM and Vodafone/Swisscom.
Further reports can be forwarded on request. Additional protection can

be provided for BlackBerry® services via supplementary software and hard-
ware. RIM provides security updates immediately in the event of any
threat arising.

The BlackBerry® Enterprise Server only stores data pertaining to the connection
between the BlackBerry® terminal device and the mailbox specified by user.

All e-mails, calendar entries and other company data are stored on Exchange or
Domino servers and are not replicated in the BlackBerry® Enterprise Server.

The BlackBerry® Enterprise Server is responsible for routing but not storing
information. The channel between the Enterprise Server and the terminal
device is a protected tunnel that is safeguarded against unauthorised
third-party access. Currently available technologies do not allow for any
message manipulation of any kind.

In addition, RIM protects its proprietary data centre using a combination of
the following measures: password-protected access to all access nodes,
multiple firewalls, systems that detect unauthorised intrusion, as well as other
systems that are not specified by RIM for security reasons.

BlackBerry® remains the most secure solution in the industry
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Access/
identification

What additional
safeguards are
available

for customers?

Customers are identified at the terminal device level by encrypted passwords.
Ifan incorrect password is entered ten times in succession on a BlackBerry®
terminal device, all data are automatically deleted from the device.

Network access is also associated with a prompt to enter a PIN code.

The use of S/MIME (additional end-to-end encryption) ensures encryption

of e-mail traffic beyond the endpoints of the service. The terminal device also
features an upgraded version of the chipcard-based identification and
authorisation check. Swisscom recommends that BlackBerry® devices are
always used in conjunction with a password and that the administrator
requires the use of end-to-end encryption instead of conventional encryption
technology.
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BluewinE-Mall

Product description!

Availabilityl

Confidentiality]

Integrity

swisscom

BluewinlE-Mail-yourigloballmailbox. WithBluewinlE-Maillyoulcan’access!]
yourlelectronicImailatlany’time.Youcanisendiandlreceivele-mailsiusingl
thelWeblorianle-maillprogrami(e..g.[Outlook).!
We'takelprovidinglouricustomersiwithlalsecurelservicevery’seriously.l
Everyle-mailladdressihasiafreelspamiandivirusfilter. Thele-mailiservicel
featuresiso-callediSMTPlauthenticationtolavoidimisusel(e.[g..sendingle-mails!
underiafalselname).SSLlencryptionlisialsolavailablelifyoulwantladditionall
securityforle-mails’sentitolandifromitheBluewin’Mail’server.

BluewinlE-Maillcanlbelusediwithlanle-maillprogramloriasBluewin\Webmaill
fromlanlinternetlbrowser..

Availabilitylof BluewinE-Maillisiconsideredla’highlavailabilitylservice.[l
Onithelnetworkiside,/AvailabilitylisidependantiuponbothitheBluewinMaill
serveriandlnternetiinfrastructure.Onithelcustomerisideavailability’depends]
onlinternetlaccessiorithelcustomer’simail’server.

Regulariautomaticidatalbackupsionithelnetwork’sidelensureithatinole-mails!
areleverlostleveniinithelrareleventiofla’systemfailure.lf alserveridoesifail I
mailtrafficlislautomaticallyroutedviaadifferenticonnection’tolenablelthelservice!
tolcontinuelwithoutlinterruption.

E-maillconfidentialitylisinotiparticularly’highlandiisioften.comparedtol
thelsendingloflpostcards.[E-mailsiarelusuallylsentlunencryptedioverl
thellnternetiand’stored’temporarilylinmaillservers..Swisscomirecommends!
theluselofispeciallencryptionisoftwareitoprotect’confidential’le-mails.]
Asla’rule,ithelsenderlandlrecipientineed toluseithe’samelprotection’softwarel
(e.g.PrettylGoodPrivacy,PGP).

Inlaccordancelwithllegallrequirementsiaimedaticombatingimisuse,l
Swisscomlundertakestorecord:thelconnectionldetailsiofle-mailsT
(sender,recipient,itime,subject)landitostorelthislinformationiinlanl
access-protectediarchive.

E-maillisioftenimisused..ThelmostcommonformsiofmisuselarelspamI
(unsolicited’advertising'mails), viruses(harmful’softwarelin’e-maillattachments)!
andfalsifiedlsenderidetails.
SwisscomlprovideslalllusersiofiBluewin’e-mailladdressesiwithlafreelvirusland:
spamifilterforlpreventing’lharmfullandiunsolicited’messagesireaching’thel
customer’siinbox. Thefilterremovesvirusesifromithelmail’contentiorlattach-
mentiandiredirectsispam’tola’specialfolder.ThisispamfoldericanlbelmanagedT
vialWebmail..Thelspamifolderlislautomatically’emptiedionce’aweek.
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Access/
identification!

What additional
safeguards arel
available!

for customers?

I

Swisscomlrecommendsithaticustomersiwholusele-maillprogramslactivatell
SMTPlauthentication.[Thisfeaturelsignificantlyreducesithelpossibilityl
oflunauthorised’personslbeinglableitolmisuse’thelcustomer’siidentitylandl
sendie-mailsiunderiafalselname.

Customersicaniuselanie-mailprogramitolretrieveitheire-mailifromitheBluewinl
mail’serverland’downloadititoitheirlownicomputer. Thele-mailljprogram’being!
used doesithislautomaticallylonce’theluser’hasloggediniwithaluser’nameland!
password.

Thelloginiinformationland'mail’contentlare’transmittediiniplainitext.
IfiSMTPlauthenticationlisiused,’e-mailsicanionlylbelsent:from’anie-mail program!
followinglalloginwithluser’namelandipassword. Thelloginlisiexecutedauto-]
maticallylbyithele-maillprogram.Thelloginiinformationiand'mail’contentiare!
transmittedliniplainitext.

IfIBluewin\Webmaillislused, e-mailicanionlybelaccessedviala’Swisscomilogin.
Swisscomlloginidatalarelalwaysitransmittediiniencryptedform.

Swisscomlrecommendsluselofithelfreelvirusiandispamfilters.]
Thisservicelcanbelactivated’anddeactivatedinithe™SwisscomCustomerCentre”
orlin‘thelBluewinWebmaillaslandwhenlrequired.

Customersiwholalsoluse’e-mailladdressesifromiotheriprovidersishouldialsol
activatelthelrespectiveviruslandspamifilters.

Swisscomlalsolrecommendsitheluselofiantivirus’softwarelonthelcomputers!
beinglused’andithelactivationlofiSMTPlauthenticationlinithelcustomer’sle-maill
program.Instructionsiarelavailablelinthe™SwisscomiCustomeriCentre”.

Inladdition’to’thelaboveltechnicallmeasures,securitylcan’alsolbelenhancedl
byladheringtolthefollowing’simplerulesioficonduct:
Dolnotlopeniattachmentsioriclicklonllinksiin’e-mailsffromiunknown’senders.
Onlyopeniattachmentsifromitrusted’sourceslandalwayslscanithelattach-
mentiwithlup-to-datelantivirusisoftwarelbeforelopening.
Onlylgivelpersonal’e-mailladdressesitolafew,trustedipersons.
Uselanlalternativele-mailladdressforcompetitions,forms,newsletters,etc.
Dolnotlreplyitolspam.

Dolnotiforwardiwarningmessagesorichain’e-mail.
Phishingi—'donotireplyitolemailsiorluselemailsithatiappearitolbeifromiyour]
financiallinstitutionlorialreputableicompany..Companiesiwillnotlasklyou’to!
changelyouripasswordsletc.
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Business Connect Professional

Product description Business Connect Professional is a comprehensive service package for SMEs,
whereby Swisscom provides and operates the telephony solution via VolP.
This service package is seamlessly integrated into the customer’s existing data
network and computer applications and a shared infrastructure is used
for voice and data traffic. This means customers do not have to have a private
branch exchange or separate phone cables.
Business Connect Professional also allows customers to integrate their company
mobiles into the package, ensuring that they can always be reached wherever
they are by call diversion or parallel ringing and that their company mobiles
are incorporated in the internal Business Connect Professional numbering plan.

Availability The availability of Business Connect Professional depends on the level of
DSL coverage in Switzerland. The coverage is determined by the upgrade level
of the telephone exchange. The distance between the customer’s location
and the telephone exchange also determines the available speed of the service.
Checking the situation before the contract is concluded ensures that the
necessary bandwidth can be supplied.

The Business Connect Professional systems are monitored constantly,
as well as audited and tested at regular intervals. This ensures that they are
operating properly, and are available and secure.

In the event of a system failure, Business Connect Professional provides
back-up solutions that ensure availability. These include rerouting via

the mobile network, via an analogue or ISDN access and, in exceptional cases,
forwarding to a text message.

Confidentiality Organisational and technical measures ensure confidentiality. Where partner
services are used, the partners are selected carefully. Their service
provision is secured through contracts with Swisscom. Partners are under
contractual obligation to implement security measures and to maintain
permanent professional secrecy when handling customer data.
Swisscom and its partners guarantee that no unauthorised access is possible.

If Business Connect Professional is used by an Internet connection outside
the Swisscom network, it is not possible to guarantee end-to-end confidentiality
in the same way as data transmission on the Internet.

$
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Integrity

Access/
identification

What additional
safeguards are
available

for customers?

Within the Swisscom network, the same security standards apply as
for conventional analogue and ISDN telephony.

When making calls using IP technology from any Internet connection outside
the Swisscom network, Swisscom cannot offer any guarantee for the completion
and unaltered transmission of voice data.

Business Connect Professional customers are identified using their username
(SIP user ID) and password, in keeping with the Internet protocol. These details
are personally allocated to the individual customer by the administrator of
Business Connect Professional and can be changed if necessary.

With the help of Virtual Private Networks calls can be transmitted with
end-to-end encryption. This is particularly recommended if the customer’s
employees regularly use the service from Internet connections outside

the Swisscom network.

© Swisscom Ltd - 06/2009
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Business Internet light/standard

Product description Business Internet light (excluding router, unmanaged) offers affordable,
secure and reliable broadband access. It is an ideal starter product for
SMEs and can be flexibly adapted or upgraded to meet changing needs at
any time with the professional assistance of one of Swisscom’s IT partners.

Business Internet standard (with router, managed) offers a high-quality

data product with unique services and is secure, reliable and cost-effective.
The product is modular and scalable and can be adapted at any time

to changing needs and requirements. SMEs also have the option of flexibly
and easily integrating several locations and external employees into their data
network. Business Internet standard can be combined with other Swisscom
services designed for SMEs.

Availability Business Internet is available to approx. 98 per cent of the Swiss population.
Availability is determined by the upgrade level and the distance from
the telephone exchange. DSL speed decreases as the distance to the exchange
increases.

Business Internet is provided by redundantly operated systems and offers
maximum protection against total failure. The systems are monitored constantly,
as well as audited and tested at regular intervals so as to ensure that they

are operating properly, and are available and secure.

Confidentiality With Business Internet, data transmission takes place via the Swisscom
backbone and can be protected end to end using a virtual private network
(VPN). Without this protection, confidentiality cannot be guaranteed.

Web service providers and customers can increase confidentiality by using
encryption technology. Certain web services, such as e-mail and online banking
services, always make sure the connection is secure and thereby guarantee

the confidentiality of the data transmitted.

Integrity The optional end-to-end encryption with VPN offers rudimentary protection
against manipulation. However, aside from this, data transmission
with Business Internet offers no other explicit protection against manipulation.
Swisscom is unable to guarantee that data will be transmitted complete
and unaltered from endpoint to endpoint.
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Access/
identification

What additional
safeguards are
available

for customers?

Business Internet customers are identified by means of their user name
and password. This data is stored directly on the DSL node computers
during the registration process.

Swisscom recommends that important data only be transmitted over
a connection with additional protection. This can be achieved using SSL
(Secure Socket Layer) or a VPN. Secure connections can be identified

in Microsoft Internet Explorer, for example, using the padlock symbol
displayed in the taskbar.

Swisscom is a one-stop shop for VPN solutions through to secure connections
of mobile devices to the company network.

If Business Internet is used in combination with a wireless LAN,
Swisscom recommends the use of WPA/WPAZ2 for encryption.
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COMBOX®

Product description

Availability

Confidentiality

swisscom

COMBOX®is an answering machine service for fixed-line phones and
mobile phones.

COMBOX® takes customer calls when they are unable to do so. Callers are
greeted with a voice message. As soon as the caller leaves a message

on the COMBOX® of a mobile phone, an SMS is generated to notify the cus-
tomer For fixed-line phones, a new message is indicated on the phone.

The COMBOX® number +4179 499 79 79 is both preconfigured on the ‘1’ key
of the customer’s your mobile phone and stored in the customer’s mobile
phone’s address book under ‘COMBOX®'.

The COMBOX® service acts as a virtual answering machine but also provides
additional functions such as faxing (e.g. COMBOX® pro). COMBOX® systems
are operated in data centres that are protected using state-of-the-art
technology and monitored on an ongoing basis.

In order to safeguard the confidentiality of recorded messages, the data
is stored at a single location and without backup copies. This means, however,
that despite modern system administration methods, 100 per cent data
availability cannot be guaranteed, although data loss occurs very rarely.

Customers can call up COMBOX® from their mobile phones within

the Swisscom network without having to enter an additional PIN.

Accessing COMBOX® to retrieve messages from non-Swisscom networks

(e.g. when abroad) is only possible with a PIN.

COMBOX® pro fax and e-mail forwarding functions are deactivated by default
but can be configured by the customer via the Customer Centre and can

of course be deactivated again. This rules out the possibility of inadvertent
message forwarding, unless customers make a mistake themselves.

Hotline agents do not have access to personal Combox® data such as messages
or the Combox® PIN, unless customers provide their PIN and explicitly ask

the agent to access their messages. New passwords are generated automatically
and are not displayed to the hotline agents. A small-group of specialised hot-
line agents has access to COMBOX® customer PIN codes so that the codes

can be provided to customers who call the helpdesk (e. g. if a customer requests
aspecific PIN to be installed).
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Integrity

Access/
identification

What additional
safeguards are
available

for customers?

Modification of COMBOX® settings is password-protected, and is either
carried out via the handset on the telephone network with the PIN
(mobile and fixed-line network), online or via the Swisscom Customer Centre.

Customers using the Swisscom telephone network can listen to their
COMBOX® messages without a COMBOX® PIN, since logging onto this network
requires unique and secure identification.

The PIN code must be entered from non-Swisscom networks to guarantee
integrity.

The customer is informed about new messages via SMS (standard for mobile
phones, optional for fixed-line phones) and a signal on the phone (fixed-line
phones only). Customers must enter their COMBOX® PIN in order to access
the COMBOX® (except on Swisscom'’s telephone network). If an incorrect
password is entered three times, access is barred and can only be restored by
calling the hotline.

Allinstances of access to COMBOX® by technicians is logged and the relevant
documentation can be provided on request.

Swisscom recommends that PIN code protection be kept activated at all times.
This prevents third parties from retrieving COMBOX® messages when the phone
is left unattended or is lost.

COMBOX® pro functions such as fax and e-mail forwarding should only
be activated for known and trusted numbers and addresses. This function should
be deactivated when not in use.

© Swisscom Ltd - 06/2009
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Connectivity Products

Product description Connectivity products comprise the following: IP-Plus (permanent Internet
access for business customers), LAN-Interconnect (services connecting multiple
sites via copper wire, optical fibre and wireless), RAS over IPSS (remote access
via secure connections) and Ethernet services (site-to-site connectivity using
Ethernet protocol over optical fibre or copper). Opticallink and Private Line
(point-to-point connectivity over optical fibre or copper) provide transparent,
site-to-site connectivity over a dedicated link.

Availability The cable routes for the above services have built-in redundancy, ensuring high
levels of availability. On request, buildings can be linked using redundant feeds
and connected over separate media (optical fibre and copper); this provides
greater protection against outage.

To achieve high system availability in networks installed within a building
(LAN/Local Area Network), the network nodes in the building also need to have
built-in redundancy.

With its LAN-Interconnect product, Swisscom offers the option of a fully
diversified second network which in the event of a fault in the main network
guarantees the customer full availability.

Confidentiality Organisational and technical measures guarantee confidentiality.
Where Swisscom draws on the services of partners, it selects the partners
carefully. Provision of the services is secured through contracts entered
into with Swisscom. The partners are contractually obligated to implement
security measures and to maintain permanent professional secrecy
when handling customer data. Swisscom and its partners guarantee that
no unauthorised access is possible.

In Local Area Networks data are normally transmitted unencrypted.
Confidential data should be additionally protected prior to transmission.

The LAN-I (LAN-Interconnect) network offers an adequate level of confidentiality.
Organisational and technical measures serve to prevent customer data

from being viewed or modified by third parties. Confidentiality can be further
enhanced using encryption software.

$
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Integrity

Access/
identification

What additional
safeguards are
available

for customers?

The standard protection mechanisms offered by LAN and LAN-I prevent
data manipulation during transmission. The use of firewalls to separate

the different parts of the network and the use of anti-virus software provide
additional protection.

Firewalls and anti-virus software are recommended as basic protection at
the transfer points to the insecure Internet. Swisscom recommends

the use of Virtual Private Network (VPN) security software to maintain data
integrity during transmission over the Internet.

Swisscom’s Connectivity products allow the use of various identification
mechanisms. Depending on the confidentiality level of the data being
transmitted, Swisscom recommends identification mechanisms with three
security characteristics: user identification, password and digital certificate,
Secure ID Token or one-time password.

Secure RAS (Remote Access Software) allows access to applications
and networks from insecure networks. Secure RAS also supports 3-factor
identification.

The security of a network greatly depends on the security of the equipment
connected to it. Swisscom therefore recommends equipping all connected
computers with anti-virus software and personalised firewalls.

If confidential data are exchanged within a network, Swisscom recommends
the use of a Virtual Private Network as additional protection. For example,
its Managed Secure VPN product.

Where two networks with different protection levels meet, particularly when
interfacing with the Internet, the use of firewalls with restrictive rules is
recommended. Here, the Swisscom product, Managed Firewall/Secure POP
(Point of Presence), can be used.

Web servers where encrypted SSL connections terminate should be equipped
with SSL certificates from trusted certificate suppliers. Such certificates can
be obtained from Swisscom.

Confidential data should be additionally protected before transmission.
LAN node computers should be operated in access-controlled, air-conditioned
rooms or cabinets.

© Swisscom Ltd - 06/2009
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Corporate Network Access (CNA)

Product description Corporate Network Access provides secure, direct connectivity between
the Swisscom mobile network and the corporate network, allowing employees
to make mobile calls to and from the corporate network. The customer
decides how the two networks are to be connected: via Virtual Private Network
(VPN) over the Internet or via a private Swisscom network (LAN-I).

Availability Corporate Network Access refers to the provision of secure, customer-specific
connectivity between a corporate network and a mobile network using
asecure channel (Virtual Private Network/VPN). Nationwide availability is
assured with the GSM network (GPRS/EDGE) and the UMTS network.

In exceptional cases mobile coverage can be disrupted due to local mainte-
nance work or weather conditions. Network monitoring enables faults

to be detected and rectified without delay. On request, Corporate Network
Access can also be implemented via the private Swisscom network (LAN-I).
This guarantees all the advantages in terms of availability, security and opera-
tions management compared with transmission over the public Internet.

Confidentiality Data transmission via the air interface is encrypted in compliance with
the worldwide GSM/UMTS standard. Encryption mechanisms are updated
continuously.

On the transmission sections of the core network, data pass through
Swisscom security zones. Swisscom guarantees the full security of data while
traversing internal security zones. A secure VPN channel connects the section
between the mobile network and the corporate network.

In the case of roaming, third-party networks are used as a result Swisscom
cannot guarantee any security. When used and implemented correctly,
Corporate Network Access is deemed to be secure.

Integrity Dataintegrity is assured through the use of comprehensive security
management system and standardised security protocols. Transmitted data
is not stored is are only transported in monitored security zones.

Devices are connected directly to the corporate network rather than to the
unsecured Internet. Necessary security applications and protection mech-
anisms can be run on the corporate network to ensure end-to-end security.

If Bluetooth is activated, Swisscom recommends installing anti-virus software
on devices. This security measure is the responsibility of the customer.

Mobile Assistant devices have a preinstalled anti-virus application which is
updated at regular intervals.

$
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Access/ The customer is identified via an encrypted key embedded in the SIM card
identification and the network. Both the SIM card and the network identification elements
are protected by multiple security mechanisms. The SIM card is accessed
by a PIN code which is known only to the customer. Swisscom recommends
the integration of additional customer authentication and authorisation

servers.
What additional Swisscom recommends that customers do not deactivate the device
safeguards are PIN code on the SIM card. The device should only be used to set up connections
available to the protected corporate network.

for customers? The connection of unprotected devices to the Internet should be avoided.

Additional encryption software should be used to protect locally stored and
sensitive data against unauthorised access.

In cases where data security requirements are stringent, an encryption
application can be installed on the device and in the corporate network to
safeguard stored data and provide secure end-to-end data transmission
from the device to the corporate network.

© Swisscom Ltd - 06/2009
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Fixed-lineltelephonyl(analoguelandidigitalISDN)

Product description!

Availability!

$

Fixed-lineltelephonyloverianaloguelanddigitallISDNIineslisiunderstoodiasl
voicelcommunicationivia’Swisscom’spublicitelephonelnetwork.Customersican!
accessithelpublicitelephonenetworkiwithiSwisscom’s.analoguelEconomyLINE]
withlonelchannellandionelphonelnumber,digitallMultiLINEISDNIconnection!
withitwochannelsiandithreelphonelnumbersi(canlbelextendeditoll0lnumbers)l
andldigital’BusinessLINEISDNIconnectioniwithidirect/dial-inI(DDI)forlPBXI
connections.Eachlaccessllinelincludesialnumberiofisupplementarylservices,(
likelCLIP](callingllinelidentificationlpresentation),.conferencelcalls,voicemail!
(COMBOX®), detailedlitemisedistatementsiandimuchimore.Fixed-lineltelepho-
ny‘onithelSwisscomlnetworklisknownforlbeinghighlylreliableland’availablel
alllover’Switzerland.

In‘thelcontextiofithelbasiclpubliciservicelrequirementsiSwisscomoffers!
basiclanaloguelandlISDNservices, Swisscomloffersithisiservicelthroughout!
Switzerland.[Thelbasicprovisionistatesithat, regardlessiofithelocation,!
alllhouseholdsland’companiesishouldbelcapableloflbeingiconnecteditol
theltelephonelnetworkleitherlinithefformiofanlanaloguelservicelvial
EconomyLINEordigitaliservicelvialMultiLINEISDN.]

Alocationlisiconnected tolalSwisscomitelephonelexchangeviaaniappropriate!
subscriberiaccesslline.[Theseliniturniarelconnected tolall’subscribersiniSwitzer-
landlvialtransitiexchangeslanditolthelrestlofithelworldvialinternationallgate-
ways./Alcompletelfailurelofithelnetworkican’belruledloutithanksitoithelhighl
level'ofredundancylinithelnetworklandlinithelsystemlarchitecture.Malfunctions]
occurloccasionally,butiarelusuallylregionallininature..Moreover,alllexchanges!
andnetwork’systemsicanloperateland’maintaini/communicationlindependent-
lylofithelpowerlsupplyforialimiteditimel(thoughwithlireducedlcapacityinisomel
cases).

Tolsafeguardioperationsiand’guaranteelavailabilitylandisecurity,l
thelaccesslanditransit’inetworks,likelalllpublicitelephonelnetwork’exchanges,
arelcontinuously’monitored,regularly’auditedlianditested.Thislis’specifiedl
inlthelbasic’provisionicontract.]
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Confidentiality!

Integrity

Access/
identification!

What additional
safeguards are!
availablel

for customers?!

Fixed-lineltelephonybuildsionthelsecuritylofithe’publicitelephonelnetworkl
andithelunderlyinglinternational’standardsiandllegaliconstraints.l
Fromia‘technicalpointiofiviewlthisiservicelisiconsidereditolbeverysecure.l
Confidentialitylcan'belrestrictedlinicasesiwherellegallauthorisation’haslbeen!
grantedbyicriminallprosecutionlauthoritiesi—ithisiappliesiequally’tol
otherlprovidersiandiservices.Inlcasesiofithisinature,/selectivelaccessitolcallsl
andlcalldatalwill’belgrantediinasmuchlaslitthasialbearinglon’acriminalll
investigation,though’evenicriminallprosecutionlauthoritiesiarelnotigranted
permanentiandiunrestrictedlaccessitolcallslandtheresulting/data.

Swisscomlemployeesiareinotiableltoleavesdroplonicallslbbetweenisubscribers.]
ThelZarchivinglandidisclosureloficallidatalneededtoiworkioutithelcostioficallsl
islsubjecttoldata’privacy’andithelSwissFederallTelecommunications/Actandlis]
treatedlrestrictivelylandldestroyed afterithe’specifieditimeperiod.

Swisscomiregularlylexaminesithelintegritylofcommunicatinglby’itelephone.l
Thelsecurity’'standardsiarelvery highlandirestrictivelandisubjecttolacceptance!l
checks’bylegislatorsiandlauthorities.

Thelnetworklinfrastructurelinstalled’on’Swisscomipremiseslisisplitiinto!
Security’zones,lall’zoneslarelcontinuously'monitored./AccessbySwisscom[
technicianslisigovernedibystrict'guidelinesiandlloggediandmonitored.

Theluseloflandlaccessito’telephoneslisithelresponsibilitylofithelcustomer.ll
Therelisinolcallerlauthentication.Withlunrestrictedlaccess, therefore,”
itlislpossiblelthat’subscriberllinesicouldbelused’andmisusedibyunauthorised!
persons.

Swisscomrecommendsirestrictinglaccessitolsubscriberllineslbylintroducing’
suitable’structurallandiadministrativelmeasures.Furthermore whenconnected!
tolalprivatelbranchlexchangel(PBX),/access'canlbelrestricted,asicandestination
numbers,bothigeographicallylandiinitermsiofiduration.]

Aslrequired’byllawiSwisscomlprovidesicalllbarringisetsiforiall’subscriberlinest
so‘thatlcallsitolpremiumiratelnumbersican’belblocked.

Moreover, aslanladditionallservice,/Swisscomloperatesia’fraudimanagement!
systemithat'triggersalcorrespondinglalarmlifiaisubscriberllinelsuddenlyl
recordsiImuch’higherlorigreatlylincreasinglcallicharges.
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Deviceslformobileitelephony

Product description!

Availability!

Confidentiality!

I

Integrity

swisscom

Almobile’device(also’knownlasimobilelphone,Jmobile, lhandheld,/GSMphone,!
orNATELlinlSwitzerland)lislalportablelphonelwhichicommunicatesiwirelessly!
withitheltelephonelnetworklandicanithereforelbelusedlanywhere.

Thelnumerousimobileldevicesimarketedlby’Swisscomemployldifferingl
operatinglsystems(Symbian, WindowsMobile,/MacOS,Androidiandiproprietary!
systems)landisupportialbbroadirangelofiservices.[Thelavailabilitylofitheldevicel
isldependention’avarietylofifactors, forexamplelonithelpropertiesiofithelbattery!
andithelqualitylofithelsoftware.

Everynewidevicelofferedlby Swisscomiisisubjectitolaniacceptanceltest.l
Thelfunctionalitylandlavailabilitylofithelservicesin’thelnetwork’thatigolalong!
withthelnew devicelarelrigorouslytested’andimonitored.

Personalldata’storedlinimobileldeviceslandiSIM cardslarelprotectediinithatl
usersiarelrequireditolenteriaPINcodeleachitimelthe’devicelis’started.]
ThislautomaticlpromptitolenterlalPINicodelisiactivatedby defaultioniallidevices.]
Swisscomrecommends’thatithelPINlcodesineveribedeactivated. ThelPINand!
PUKIcodeshouldialwaysbe’storediseparatelyifromitheldevicelinlalsafelplace.

[

Datastorediin’certain’devices(e.g..Mobile/Assistants)canlalsolbe’encrypted]
throughltheluselofispecialised’software.

Swisscomisafeguardsitsinetworksiandservicesiagainstiintrusion(viruses,!
worms,trojans)ithroughicontinualinetworkimonitoring.IThelprimaryitaskl
isitoldetectipossiblelintrusioniexpeditiously’andpreventipropagationl
withinthelnetworklandtoldevices.!

Mobiledeviceswith’basicfunctionsareregardediasisecure..Deviceswithimore!
sophisticatedfunctionality(Symbian,MobilelWindows,/Android).andthosel
withllocallinterfaces/(Bluetooth,linfrared WLAN)shouldlalsobelprotected!
through’theluselofrecommendedisoftwarel(antivirus’software). Thislsoftware!
can’beldownloadedfromiwww.swisscom.ch./Antivirusisoftwarelispre-installed!
inlsomeldevices(MobilelAssistant).

SwisscomionlyrecommendslactivatingBluetoothlandimakinglitvisiblelifl
thisiservicelisiuseddirectly.Infaddition,applicationsishould’only’belinstalledl
onltheldevicelifithey’havelbeenlobtainedifromialitrustworthysourcel
(e..g/Vodafonelivel!).
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Access/
identification!

What additional
safeguards arel
available!

for customers?.

[

[

Usersishouldlalsolsavetheldataithatlarelstorediontheirimobileldevicelonal
physically’separatelstorage’devicel(desktopicomputer,lUSB’stick,etc.)T
sothat’suchldatalcanlbelrecoverediinitheleventithelmobileldevicelisllost]
(eg/stolen).

When'theldevicelisiswitchedlon, thelcustomerlisirequireditolidentifyithemselves!
tolthe’SIMcardbyenteringlalPIN'code.Thelcustomerisithenlautomatically?
identifiedin‘thelmobilelnetworkionthelbasisiofisecretkeysithatlarelembedded?
intthe’SIMcard’andinetwork. Swisscomrecommendsithat’PIN.codesineverbel
deactivated.]

Likelpersonallunblockingkeys(PUKs),PINcodesicanbelviewedbyspecificl
hotline’personnel’soithaticustomersiwhollosetheirPINicodesican’be’assisted.

ThelPINlcodeshouldneverbeldeactivated.PINlandPUK codesshould’belstored!
inlalsafe’placelthatlislalwaysphysically’separatefrom’theldevice.
Antivirusisoftwarelshouldbelinstallediinidevices’thatthavelmorelsophisticated!
functionality.

Antivirusisoftwarelshouldbelinstallediinidevicesithatthavelmorelsophisticated!
functionality.
Applicationsishouldlonlybelinstalledifitheylareffrom’a‘trustworthylsource.l
Usersishouldlimplementithelsamelsecuritylprecautionsithatlare’standardfor!
today’s’personalicomputers.interfacesisuchlasBluetoothlandliinfraredl
shouldbelactivatedinisecurelenvironmentsionly.
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GSMvoicelroaming/telephonylabroad

Product description!

Availability’

Confidentiality!

Integrity

Access/
identification!

swisscom

$

GSMvoicelroaming’enablesicustomersitolmakelcallsloutsidelthelSwisscom!
GSMinetwork.ISwisscom customersican’bothimakelandireceivelcallsionl
thelsamelnumberlinimorethan200lcountries..Theselcallslarelnormally’charged!
onitheImonthlylbilliforlpostpaidicustomers.

ThelextentitolwhichivoicelserviceslarelavailableloutsidelSwitzerland
isideterminedlbythelscopelofinetworkicoverage’andithelavailability’ofipartner]
networks.lIfla)partner’inetworkfails,itlislpossibleitolswitch’toladifferentl
operator,providedSwisscom’haslenteredliintolaroamingagreementwithll
theloperatoriiniquestion.]

Voicelcommunicationisecuritylisitheresponsibilityofithelrelevantiroaming!
partneriuntil’'suchitimelasithecalllisshandedloveritoithe’Swisscomnetwork.!

OutsidelthelVodafonelGroup,'somelroaminglpartnersimayprovideinolencryption]
orlinadequate’encryptionforithefairinterfacelbetween’thelphone’andithelnet-
work.lInisuchlcases, wiretappingicouldioccur.!
Manyphonesldisplaylanialertl(e.g.viaaltextimessage)iindicatingthat’alcalllis!
takinglplacelvialalnon-encryptediconnection.!

Voicelcommunicationisecuritylmayalsolbellimitediinisomecountriesiowingll
tolspecificinationalllawsithatlauthorisellawenforcementiofficialsitolwiretap!
phonelcalls.

Voicelcommunication’withinlroaming’partnerinetworksof’theVodafoneGroup!
is’securelsince’alllpartnersiadherelitothelsame’security’standard.ThelGroupl
jointlyltestslitsinetworksforlpossibleivulnerabilities’sotheylcanbeleliminatedin!
gooditime.lVoicelcommunicationiintegritylinlnon-encryptediorinadequatelyl
encryptedinetworksi(e.g.linfAsialandLatinJAmerica)icannot’belguaranteed.

Customerswholuselroamingserviceslarelidentified’by.meansofithelsecret!
keysithat’arelembeddediinitheir’SIM cardianditheSwisscom'network.[
SIMcardslandnetwork’authentication’elementsiarelprotected’byimultiplel
backups.

SIMlcardslarelaccessediusingaPINcodeithatiisionly’known’toithelcustomer.l
AfterithelcustomerisuccessfullylaccesseshisiorlheriSIMicard,lhelorshelisiidenti-
fiedlinithelmobilelnetworklautomaticallylandlon’thelbasisiof’secret’keysithat!
arelembeddedinitheSIMicardiandinetwork.
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What additional SwisscomlrecommendsithatPINicodesineverlbe deactivated.Likelpersonall

safeguards arel unblockingkeys(PUKs),PINicodes canibeviewedbylspecificlhotlinelpersonnel
available sothatlcustomersiwholloseitheir’lPINIcodesicanbelassisted.
for customers?.
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