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The BlackBerry® service enables companies with their own or a hosted corporate 
messaging infrastructure (e. g. Microsoft Exchange, Lotus Domino or Novell 
GroupWise) to receive, edit and send encrypted e-mails and to update  
to-do lists, calendar and address data using a mobile BlackBerry terminal device.

BlackBerry® availability is based on the following components: RIM relay  
data centres, the BlackBerry® Enterprise Server (integrated in the customer’s  
IT infrastructure), the Swisscom connection to RIM, the Swisscom mobile  
networks and the terminal device. These services rarely malfunction and are 
extremely reliable.

BlackBerry® Release 4 uses the Advanced Encryption Standard (AES),  
which encrypts all data traffic between the customer’s enterprise mail server 
and the BlackBerry® terminal device, including e-mails, calendar data,  
appointment queries, and all other application data traffic between  
the BlackBerry® Enterprise Server and the BlackBerry® terminal device. 
RIM does not store any data (e-mails, appointment requests) on its servers  
that are sent to or by customers, and cannot therefore view or output data  
of this type. The service is audited by RIM and Vodafone/Swisscom.  
Further reports can be forwarded on request. Additional protection can  
be provided for BlackBerry® services via supplementary software and hard-
ware. RIM provides security updates immediately in the event of any  
threat arising.

The BlackBerry® Enterprise Server only stores data pertaining to the connection 
between the BlackBerry® terminal device and the mailbox specified by user.  
All e-mails, calendar entries and other company data are stored on Exchange or 
Domino servers and are not replicated in the BlackBerry® Enterprise Server.

The BlackBerry® Enterprise Server is responsible for routing but not storing  
information. The channel between the Enterprise Server and the terminal  
device is a protected tunnel that is safeguarded against unauthorised  
third-party access. Currently available technologies do not allow for any  
message manipulation of any kind.  
In addition, RIM protects its proprietary data centre using a combination of  
the following measures: password-protected access to all access nodes,  
multiple firewalls, systems that detect unauthorised intrusion, as well as other 
systems that are not specified by RIM for security reasons.

BlackBerry® remains the most secure solution in the industry

BlackBerry®
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Customers are identified at the terminal device level by encrypted passwords.  
If an incorrect password is entered ten times in succession on a BlackBerry®  
terminal device, all data are automatically deleted from the device.  
Network access is also associated with a prompt to enter a PIN code.

The use of S/MIME (additional end-to-end encryption) ensures encryption  
of e-mail traffic beyond the endpoints of the service.  The terminal device also 
features an upgraded version of the chipcard-based identification and  
authorisation check. Swisscom recommends that BlackBerry® devices are  
always used in conjunction with a password and that the administrator  
requires the use of end-to-end encryption instead of conventional encryption 
technology.

Access/
identification

What additional  
safeguards are  
available  
for customers?
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Product description	 ��Bluewin E-Mail – your global mailbox. With Bluewin E-Mail you can access 	
your electronic mail at any time. You can send and receive e-mails using 	
the Web or an e-mail program (e. g. Outlook). 

	 �We take providing our customers with a secure service very seriously. 	
Every e-mail address has a free spam and virus filter. The e-mail service 	
features so-called SMTP authentication to avoid misuse (e. g. sending e-mails 
under a false name). SSL encryption is also available if you want additional 	
security for e-mails sent to and from the Bluewin Mail server.

Availability	 �Bluewin E-Mail can be used with an e-mail program or as Bluewin Webmail 
from an Internet browser. 

	 �Availability of Bluewin E-Mail is considered a high availability service. 	
On the network side, Availability is dependant upon both the Bluewin Mail 	
server and Internet Infrastructure. On the customer side, availability depends 
on Internet access or the customer’s mail server.

	 �Regular automatic data backups on the network side ensure that no e-mails 
are ever lost even in the rare event of a system failure. If a server does fail, 	
mail traffic is automatically routed via a different connection to enable the service 
to continue without interruption.

Confidentiality	 �E-mail confidentiality is not particularly high and is often compared to 	
the sending of postcards. E-mails are usually sent unencrypted over 	
the Internet and stored temporarily in mail servers. Swisscom recommends 	
the use of special encryption software to protect confidential e-mails. 	
As a rule, the sender and recipient need to use the same protection software 
(e. g. Pretty Good Privacy, PGP).

	 �In accordance with legal requirements aimed at combating misuse, 	
Swisscom undertakes to record the connection details of e-mails 	
(sender, recipient, time, subject) and to store this information in an 	
access-protected archive.

Integrity	 �E-mail is often misused. The most common forms of misuse are spam 	
(unsolicited advertising mails), viruses (harmful software in e-mail attachments) 
and falsified sender details.

	 �Swisscom provides all users of Bluewin e-mail addresses with a free virus and 
spam filter for preventing harmful and unsolicited messages reaching the 
customer’s inbox. The filter removes viruses from the mail content or attach-
ment and redirects spam to a special folder. This spam folder can be managed 	
via Webmail. The spam folder is automatically emptied once a week.

Bluewin E-Mail
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	 �Swisscom recommends that customers who use e-mail programs activate 	
SMTP authentication. This feature significantly reduces the possibility 	
of unauthorised persons being able to misuse the customer’s identity and 	
send e-mails under a false name.

Access/	 Customers can use an e-mail program to retrieve their e-mail from the Bluewin	
identification	 �mail server and download it to their own computer. The e-mail program being 

used does this automatically once the user has logged in with a user name and 
password. 

	 The login information and mail content are transmitted in plain text.
	 �If SMTP authentication is used, e-mails can only be sent from an e-mail program 

following a login with user name and password. The login is executed auto-	
matically by the e-mail program. The login information and mail content are 
transmitted in plain text.

	 �If Bluewin Webmail is used, e-mail can only be accessed via a Swisscom login. 
Swisscom login data are always transmitted in encrypted form.

What additional	 Swisscom recommends use of the free virus and spam filters.	
safeguards are	 This service can be activated and deactivated in the “Swisscom Customer Centre”
available	 �or in the Bluewin Webmail as and when required.
for customers?
	 �Customers who also use e-mail addresses from other providers should also 	

activate the respective virus and spam filters.

	 �Swisscom also recommends the use of antivirus software on the computers 
being used and the activation of SMTP authentication in the customer’s e-mail 
program. Instructions are available in the “Swisscom Customer Centre”.

	 �In addition to the above technical measures, security can also be enhanced 	
by adhering to the following simple rules of conduct:
–	 Do not open attachments or click on links in e-mails from unknown senders.
–	 �Only open attachments from trusted sources and always scan the attach-

ment with up-to-date antivirus software before opening.
–	 Only give personal e-mail addresses to a few, trusted persons.
–	 Use an alternative e-mail address for competitions, forms, newsletters, etc.
–	 Do not reply to spam.
–	 Do not forward warning messages or chain e-mail.
–	 �Phishing – do not reply to emails or use emails that appear to be from your 

financial institution or a reputable company. Companies will not ask you to 
change your passwords etc.



© Swisscom Ltd · 06/2009
Business Connect Professional 1/2

Business Connect Professional is a comprehensive service package for SMEs, 
whereby Swisscom provides and operates the telephony solution via VoIP.  
This service package is seamlessly integrated into the customer’s existing data 
network and computer applications and a shared infrastructure is used  
for voice and data traffic. This means customers do not have to have a private 
branch exchange or separate phone cables.
Business Connect Professional also allows customers to integrate their company 
mobiles into the package, ensuring that they can always be reached wherever 
they are by call diversion or parallel ringing and that their company mobiles  
are incorporated in the internal Business Connect Professional numbering plan.

The availability of Business Connect Professional depends on the level of  
DSL coverage in Switzerland. The coverage is determined by the upgrade level 
of the telephone exchange. The distance between the customer’s location  
and the telephone exchange also determines the available speed of the service. 
Checking the situation before the contract is concluded ensures that the  
necessary bandwidth can be supplied. 

The Business Connect Professional systems are monitored constantly,  
as well as audited and tested at regular intervals. This ensures that they are 
operating properly, and are available and secure. 

In the event of a system failure, Business Connect Professional provides  
back-up solutions that ensure availability. These include rerouting via  
the mobile network, via an analogue or ISDN access and, in exceptional cases, 
forwarding to a text message.

Organisational and technical measures ensure confidentiality. Where partner 
services are used, the partners are selected carefully. Their service  
provision is secured through contracts with Swisscom. Partners are under  
contractual obligation to implement security measures and to maintain  
permanent professional secrecy when handling customer data.  
Swisscom and its partners guarantee that no unauthorised access is possible.

If Business Connect Professional is used by an Internet connection outside  
the Swisscom network, it is not possible to guarantee end-to-end confidentiality 
in the same way as data transmission on the Internet.

Business Connect Professional
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Availability

Confidentiality
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Within the Swisscom network, the same security standards apply as  
for conventional analogue and ISDN telephony. 

When making calls using IP technology from any Internet connection outside 
the Swisscom network, Swisscom cannot offer any guarantee for the completion 
and unaltered transmission of voice data.

Business Connect Professional customers are identified using their username 
(SIP user ID) and password, in keeping with the Internet protocol. These details 
are personally allocated to the individual customer by the administrator of 
Business Connect Professional and can be changed if necessary.

With the help of Virtual Private Networks calls can be transmitted with  
end-to-end encryption. This is particularly recommended if the customer’s  
employees regularly use the service from Internet connections outside  
the Swisscom network.

Integrity

Access/ 
identification

What additional  
safeguards are  
available  
for customers?
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Business Internet light (excluding router, unmanaged) offers affordable,  
secure and reliable broadband access. It is an ideal starter product for  
SMEs and can be flexibly adapted or upgraded to meet changing needs at  
any time with the professional assistance of one of Swisscom’s IT partners.

Business Internet standard (with router, managed) offers a high-quality  
data product with unique services and is secure, reliable and cost-effective.  
The product is modular and scalable and can be adapted at any time  
to changing needs and requirements. SMEs also have the option of flexibly  
and easily integrating several locations and external employees into their data 
network. Business Internet standard can be combined with other Swisscom 
services designed for SMEs.

Business Internet is available to approx. 98 per cent of the Swiss population. 
Availability is determined by the upgrade level and the distance from  
the telephone exchange. DSL speed decreases as the distance to the exchange 
increases. 

Business Internet is provided by redundantly operated systems and offers  
maximum protection against total failure. The systems are monitored constantly, 
as well as audited and tested at regular intervals so as to ensure that they  
are operating properly, and are available and secure.

With Business Internet, data transmission takes place via the Swisscom  
backbone and can be protected end to end using a virtual private network 
(VPN). Without this protection, confidentiality cannot be guaranteed. 

Web service providers and customers can increase confidentiality by using  
encryption technology. Certain web services, such as e-mail and online banking 
services, always make sure the connection is secure and thereby guarantee  
the confidentiality of the data transmitted. 

The optional end-to-end encryption with VPN offers rudimentary protection 
against manipulation. However, aside from this, data transmission  
with Business Internet offers no other explicit protection against manipulation. 
Swisscom is unable to guarantee that data will be transmitted complete  
and unaltered from endpoint to endpoint.

Business Internet light/standard
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Availability

Confidentiality

Integrity
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Business Internet customers are identified by means of their user name  
and password. This data is stored directly on the DSL node computers  
during the registration process.

Swisscom recommends that important data only be transmitted over  
a connection with additional protection. This can be achieved using SSL  
(Secure Socket Layer) or a VPN. Secure connections can be identified  
in Microsoft Internet Explorer, for example, using the padlock symbol  
displayed in the taskbar.

Swisscom is a one-stop shop for VPN solutions through to secure connections 
of mobile devices to the company network.

If Business Internet is used in combination with a wireless LAN,  
Swisscom recommends the use of WPA/WPA2 for encryption.

Access/
identification

What additional  
safeguards are  
available  
for customers?





© Swisscom Ltd · 06/2009
COMBOX® 1/2

COMBOX® is an answering machine service for fixed-line phones and  
mobile phones.

COMBOX® takes customer calls when they are unable to do so. Callers are  
greeted with a voice message. As soon as the caller leaves a message  
on the COMBOX® of a mobile phone, an SMS is generated to notify the cus-
tomer For fixed-line phones, a new message is indicated on the phone.

The COMBOX® number +41 79 499 79 79 is both preconfigured on the ‘1’ key  
of the customer’s your mobile phone and stored in the customer’s mobile 
phone’s address book under ‘COMBOX®’.

The COMBOX® service acts as a virtual answering machine but also provides 
additional functions such as faxing (e. g. COMBOX® pro). COMBOX® systems 
are operated in data centres that are protected using state-of-the-art  
technology and monitored on an ongoing basis.

In order to safeguard the confidentiality of recorded messages, the data  
is stored at a single location and without backup copies. This means, however, 
that despite modern system administration methods, 100 per cent data  
availability cannot be guaranteed, although data loss occurs very rarely.

Customers can call up COMBOX® from their mobile phones within  
the Swisscom network without having to enter an additional PIN.  
Accessing COMBOX® to retrieve messages from non-Swisscom networks  
(e. g. when abroad) is only possible with a PIN. 
COMBOX® pro fax and e-mail forwarding functions are deactivated by default 
but can be configured by the customer via the Customer Centre and can  
of course be deactivated again. This rules out the possibility of inadvertent 
message forwarding, unless customers make a mistake themselves.

Hotline agents do not have access to personal Combox® data such as messages 
or the Combox® PIN, unless customers provide their PIN and explicitly ask  
the agent to access their messages. New passwords are generated automatically 
and are not displayed to the hotline agents. A small-group of specialised hot-
line agents has access to COMBOX® customer PIN codes so that the codes  
can be provided to customers who call the helpdesk (e. g. if a customer requests 
a specific PIN to be installed).

COMBOX®

Product description

Availability

Confidentiality



© Swisscom Ltd · 06/2009
COMBOX® 2/2

Modification of COMBOX® settings is password-protected, and is either  
carried out via the handset on the telephone network with the PIN  
(mobile and fixed-line network), online or via the Swisscom Customer Centre.

Customers using the Swisscom telephone network can listen to their  
COMBOX® messages without a COMBOX® PIN, since logging onto this network 
requires unique and secure identification. 
The PIN code must be entered from non-Swisscom networks to guarantee  
integrity.

The customer is informed about new messages via SMS (standard for mobile 
phones, optional for fixed-line phones) and a signal on the phone (fixed-line 
phones only). Customers must enter their COMBOX® PIN in order to access  
the COMBOX® (except on Swisscom’s telephone network). If an incorrect  
password is entered three times, access is barred and can only be restored by  
calling the hotline.

All instances of access to COMBOX® by technicians is logged and the relevant 
documentation can be provided on request.

Swisscom recommends that PIN code protection be kept activated at all times. 
This prevents third parties from retrieving COMBOX® messages when the phone 
is left unattended or is lost.

COMBOX® pro functions such as fax and e-mail forwarding should only  
be activated for known and trusted numbers and addresses. This function should 
be deactivated when not in use.

Integrity

Access/
identification

What additional  
safeguards are  
available  
for customers?
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Connectivity products comprise the following: IP-Plus (permanent Internet  
access for business customers), LAN-Interconnect (services connecting multiple 
sites via copper wire, optical fibre and wireless), RAS over IPSS (remote access 
via secure connections) and Ethernet services (site-to-site connectivity using 
Ethernet protocol over optical fibre or copper). Opticallink and Private Line 
(point-to-point connectivity over optical fibre or copper) provide transparent, 
site-to-site connectivity over a dedicated link.

The cable routes for the above services have built-in redundancy, ensuring high 
levels of availability. On request, buildings can be linked using redundant feeds 
and connected over separate media (optical fibre and copper); this provides 
greater protection against outage. 

To achieve high system availability in networks installed within a building 
(LAN/Local Area Network), the network nodes in the building also need to have 
built-in redundancy.

With its LAN-Interconnect product, Swisscom offers the option of a fully  
diversified second network which in the event of a fault in the main network 
guarantees the customer full availability.

Organisational and technical measures guarantee confidentiality.  
Where Swisscom draws on the services of partners, it selects the partners  
carefully. Provision of the services is secured through contracts entered  
into with Swisscom. The partners are contractually obligated to implement  
security measures and to maintain permanent professional secrecy  
when handling customer data. Swisscom and its partners guarantee that  
no unauthorised access is possible. 

In Local Area Networks data are normally transmitted unencrypted.  
Confidential data should be additionally protected prior to transmission. 

The LAN-I (LAN-Interconnect) network offers an adequate level of confidentiality. 
Organisational and technical measures serve to prevent customer data  
from being viewed or modified by third parties. Confidentiality can be further 
enhanced using encryption software.

Connectivity Products

Product description

Availability

Confidentiality
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The standard protection mechanisms offered by LAN and LAN-I prevent  
data manipulation during transmission. The use of firewalls to separate  
the different parts of the network and the use of anti-virus software provide 
additional protection. 

 Firewalls and anti-virus software are recommended as basic protection at  
the transfer points to the insecure Internet. Swisscom recommends  
the use of Virtual Private Network (VPN) security software to maintain data  
integrity during transmission over the Internet.

Swisscom’s Connectivity products allow the use of various identification  
mechanisms. Depending on the confidentiality level of the data being  
transmitted, Swisscom recommends identification mechanisms with three  
security characteristics: user identification, password and digital certificate,  
Secure ID Token or one-time password. 

Secure RAS (Remote Access Software) allows access to applications  
and networks from insecure networks. Secure RAS also supports 3-factor  
identification.

The security of a network greatly depends on the security of the equipment 
connected to it. Swisscom therefore recommends equipping all connected 
computers with anti-virus software and personalised firewalls. 

If confidential data are exchanged within a network, Swisscom recommends 
the use of a Virtual Private Network as additional protection. For example,  
its Managed Secure VPN product. 

Where two networks with different protection levels meet, particularly when 
interfacing with the Internet, the use of firewalls with restrictive rules is  
recommended. Here, the Swisscom product, Managed Firewall/Secure POP 
(Point of Presence), can be used. 

Web servers where encrypted SSL connections terminate should be equipped 
with SSL certificates from trusted certificate suppliers. Such certificates can  
be obtained from Swisscom. 

Confidential data should be additionally protected before transmission.  
LAN node computers should be operated in access-controlled, air-conditioned 
rooms or cabinets.

Integrity

Access/
identification

What additional 
safeguards are 
available
for customers?
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Corporate Network Access provides secure, direct connectivity between  
the Swisscom mobile network and the corporate network, allowing employees 
to make mobile calls to and from the corporate network. The customer  
decides how the two networks are to be connected: via Virtual Private Network 
(VPN) over the Internet or via a private Swisscom network (LAN-I).

Corporate Network Access refers to the provision of secure, customer-specific 
connectivity between a corporate network and a mobile network using  
a secure channel (Virtual Private Network/VPN). Nationwide availability is  
assured with the GSM network (GPRS/EDGE) and the UMTS network.

In exceptional cases mobile coverage can be disrupted due to local mainte-
nance work or weather conditions. Network monitoring enables faults  
to be detected and rectified without delay. On request, Corporate Network  
Access can also be implemented via the private Swisscom network (LAN-I).  
This guarantees all the advantages in terms of availability, security and opera-
tions management compared with transmission over the public Internet.

Data transmission via the air interface is encrypted in compliance with  
the worldwide GSM/UMTS standard. Encryption mechanisms are updated  
continuously.

On the transmission sections of the core network, data pass through  
Swisscom security zones. Swisscom guarantees the full security of data while 
traversing internal security zones. A secure VPN channel connects the section  
between the mobile network and the corporate network.

In the case of roaming, third-party networks are used as a result Swisscom  
cannot guarantee any security. When used and implemented correctly,  
Corporate Network Access is deemed to be secure.

Data integrity is assured through the use of comprehensive security  
management system and standardised security protocols. Transmitted data  
is not stored is are only transported in monitored security zones.  
Devices are connected directly to the corporate network rather than to the  
unsecured Internet. Necessary security applications and protection mech- 
anisms can be run on the corporate network to ensure end-to-end security. 
If Bluetooth is activated, Swisscom recommends installing anti-virus software  
on devices. This security measure is the responsibility of the customer.  
Mobile Assistant devices have a preinstalled anti-virus application which is  
updated at regular intervals.

Corporate Network Access (CNA)
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Confidentiality

Integrity
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The customer is identified via an encrypted key embedded in the SIM card  
and the network. Both the SIM card and the network identification elements 
are protected by multiple security mechanisms. The SIM card is accessed  
by a PIN code which is known only to the customer. Swisscom recommends  
the integration of additional customer authentication and authorisation  
servers.
 
Swisscom recommends that customers do not deactivate the device  
PIN code on the SIM card. The device should only be used to set up connections 
to the protected corporate network.
The connection of unprotected devices to the Internet should be avoided. 

Additional encryption software should be used to protect locally stored and 
sensitive data against unauthorised access. 
 
In cases where data security requirements are stringent, an encryption  
application can be installed on the device and in the corporate network to  
safeguard stored data and provide secure end-to-end data transmission  
from the device to the corporate network.

Access/
identification

What additional  
safeguards are  
available  
for customers?
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Product description	 �Fixed-line telephony over analogue and digital ISDN lines is understood as 	
voice communication via Swisscom’s public telephone network. Customers can 
access the public telephone network with Swisscom’s analogue EconomyLINE 
with one channel and one phone number, digital MultiLINE ISDN connection 
with two channels and three phone numbers (can be extended to 10 numbers) 
and digital BusinessLINE ISDN connection with direct dial-in (DDI) for PBX 	
connections. Each access line includes a number of supplementary services, 	
like CLIP (calling line identification presentation), conference calls, voicemail 
(COMBOX®), detailed itemised statements and much more. Fixed-line telepho-
ny on the Swisscom network is known for being highly reliable and available 	
all over Switzerland.

Availability	 �In the context of the basic public service requirements Swisscom offers 	
basic analogue and ISDN services, Swisscom offers this service throughout 
Switzerland. The basic provision states that, regardless of the location, 	
all households and companies should be capable of being connected to 	
the telephone network either in the form of an analogue service via 	
EconomyLINE or digital service via MultiLINEISDN. 

	 �A location is connected to a Swisscom telephone exchange via an appropriate 
subscriber access line. These in turn are connected to all subscribers in Switzer-
land via transit exchanges and to the rest of the world via international gate-
ways. A complete failure of the network can be ruled out thanks to the high 	
level of redundancy in the network and in the system architecture. Malfunctions 
occur occasionally, but are usually regional in nature. Moreover, all exchanges 
and network systems can operate and maintain communication independent-
ly of the power supply for a limited time (though with reduced capacity in some 
cases).

	 �To safeguard operations and guarantee availability and security, 	
the access and transit networks, like all public telephone network exchanges, 
are continuously monitored, regularly audited and tested. This is specified 	
in the basic provision contract. 

Fixed-line telephony (analogue and digital ISDN)
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Confidentiality	 �Fixed-line telephony builds on the security of the public telephone network 	
and the underlying international standards and legal constraints. 	
From a technical point of view this service is considered to be very secure. 	
Confidentiality can be restricted in cases where legal authorisation has been 
granted by criminal prosecution authorities – this applies equally to 	
other providers and services. In cases of this nature, selective access to calls 	
and call data will be granted inasmuch as it has a bearing on a criminal 	
investigation, though even criminal prosecution authorities are not granted 	
permanent and unrestricted access to calls and the resulting data.

	 �Swisscom employees are not able to eavesdrop on calls between subscribers. 
The archiving and disclosure of call data needed to work out the cost of calls 	
is subject to data privacy and the Swiss Federal Telecommunications Act and is 
treated restrictively and destroyed after the specified time period.

Integrity	 �Swisscom regularly examines the integrity of communicating by telephone. 	
The security standards are very high and restrictive and subject to acceptance 
checks by legislators and authorities.

Access/	 The network infrastructure installed on Swisscom premises is split into	
identification	 �security zones, all zones are continuously monitored. Access by Swisscom 	

technicians is governed by strict guidelines and logged and monitored.

	 �The use of and access to telephones is the responsibility of the customer. 	
There is no caller authentication. With unrestricted access, therefore, 	
it is possible that subscriber lines could be used and misused by unauthorised 
persons.

What additional	 Swisscom recommends restricting access to subscriber lines by introducing	
safeguards are	 suitable structural and administrative measures. Furthermore, when connected	
available	 �to a private branch exchange (PBX), access can be restricted, as can destination
for customers?	 numbers, both geographically and in terms of duration. 

	 �As required by law Swisscom provides call barring sets for all subscriber lines 	
so that calls to premium rate numbers can be blocked.

	 �Moreover, as an additional service, Swisscom operates a fraud management 
system that triggers a corresponding alarm if a subscriber line suddenly 	
records much higher or greatly increasing call charges.
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Product description	 �A mobile device (also known as mobile phone, mobile, handheld, GSM phone, 
or NATEL in Switzerland) is a portable phone which communicates wirelessly 
with the telephone network and can therefore be used anywhere.

Availability	 �The numerous mobile devices marketed by Swisscom employ differing 	
operating systems (Symbian, Windows Mobile, MacOS, Android and proprietary 
systems) and support a broad range of services. The availability of the device 	
is dependent on a variety of factors, for example, on the properties of the battery 
and the quality of the software.

	 �Every new device offered by Swisscom is subject to an acceptance test. 	
The functionality and availability of the services in the network that go along 
with the new device are rigorously tested and monitored.

Confidentiality	 �Personal data stored in mobile devices and SIM cards are protected in that 	
users are required to enter a PIN code each time the device is started. 

	 �This automatic prompt to enter a PIN code is activated by default on all devices. 
Swisscom recommends that the PIN codes never be deactivated. The PIN and 
PUK code should always be stored separately from the device in a safe place.

	 �
	 �Data stored in certain devices (e. g. Mobile Assistants) can also be encrypted 

through the use of specialised software.

Integrity	 �Swisscom safeguards its networks and services against intrusion (viruses, 
worms, trojans) through continual network monitoring. The primary task 	
is to detect possible intrusion expeditiously and prevent propagation 	
within the network and to devices. 

	 �Mobile devices with basic functions are regarded as secure. Devices with more 
sophisticated functionality (Symbian, Mobile Windows, Android) and those 	
with local interfaces (Bluetooth, infrared, WLAN) should also be protected 
through the use of recommended software (antivirus software). This software 
can be downloaded from www.swisscom.ch. Antivirus software is pre-installed 
in some devices (Mobile Assistant). 

	 �Swisscom only recommends activating Bluetooth and making it visible if 	
this service is used directly. In addition, applications should only be installed 	
on the device if they have been obtained from a trustworthy source 	
(e. g. Vodafone live!).

Devices for mobile telephony
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	 �Users should also save the data that are stored on their mobile device on a 	
physically separate storage device (desktop computer, USB stick, etc.) 	
so that such data can be recovered in the event the mobile device is lost 	
(e. g. stolen).

Access/	 When the device is switched on, the customer is required to identify themselves	
identification	 �to the SIM card by entering a PIN code. The customer is then automatically 	

identified in the mobile network on the basis of secret keys that are embedded 	
in the SIM card and network. Swisscom recommends that PIN codes never be 	
deactivated. 

	 �Like personal unblocking keys (PUKs), PIN codes can be viewed by specific 	
hotline personnel so that customers who lose their PIN codes can be assisted.

What additional	 The PIN code should never be deactivated. PIN and PUK codes should be stored	
safeguards are	 in a safe place that is always physically separate from the device.
available	 �Antivirus software should be installed in devices that have more sophisticated 
for customers?	 functionality.

	 �Antivirus software should be installed in devices that have more sophisticated 
functionality.

	 �Applications should only be installed if they are from a trustworthy source. 
Users should implement the same security precautions that are standard for 
today’s personal computers. Interfaces such as Bluetooth and infrared 	
should be activated in secure environments only.
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Product description	 �GSM voice roaming enables customers to make calls outside the Swisscom 
GSM network. Swisscom customers can both make and receive calls on 	
the same number in more than 200 countries. These calls are normally charged 
on the monthly bill for postpaid customers.

Availability	 �The extent to which voice services are available outside Switzerland 	
is determined by the scope of network coverage and the availability of partner 
networks. If a partner network fails, it is possible to switch to a different 	
operator, provided Swisscom has entered into a roaming agreement with 	
the operator in question. 

Confidentiality	 �Voice communication security is the responsibility of the relevant roaming 
partner until such time as the call is handed over to the Swisscom network. 

	 �Outside the Vodafone Group, some roaming partners may provide no encryption 
or inadequate encryption for the air interface between the phone and the net-
work. In such cases, wiretapping could occur. 

	 �Many phones display an alert (e. g. via a text message) indicating that a call is 
taking place via a non-encrypted connection. 

	 �Voice communication security may also be limited in some countries owing 	
to specific national laws that authorise law enforcement officials to wiretap 
phone calls.

Integrity	 �Voice communication within roaming partner networks of the Vodafone Group 
is secure since all partners adhere to the same security standard. The Group 	
jointly tests its networks for possible vulnerabilities so they can be eliminated in 
good time. Voice communication integrity in non-encrypted or inadequately 	
encrypted networks (e. g. in Asia and Latin America) cannot be guaranteed.

Access/	 Customers who use roaming services are identified by means of the secret	
identification	 �keys that are embedded in their SIM card and the Swisscom network. 	

SIM cards and network authentication elements are protected by multiple 
backups. 

	 �SIM cards are accessed using a PIN code that is only known to the customer. 	
After the customer successfully accesses his or her SIM card, he or she is identi-
fied in the mobile network automatically and on the basis of secret keys that 
are embedded in the SIM card and network.

GSM voice roaming/ telephony abroad
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What additional	 Swisscom recommends that PIN codes never be deactivated. Like personal	
safeguards are	 unblocking keys (PUKs), PIN codes can be viewed by specific hotline personnel	
available	 so that customers who lose their PIN codes can be assisted.
for customers?	










































