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1 Introduction

The purpose of this document is to provide clarifications how to interface Mobile ID with F5 Access Policy
Manager (BIG-IP) to authenticate a user with Mobile ID while requesting access to applications and
network through BIG-IP.

This manual assumes that you are familiar with BIG-IP and Swisscom Mobile ID.
More details about Mobile ID can be found in the Mobile ID SOAP client reference guide [1].

Terms and abbreviations

Abbreviation Definition

O Please note:

& Be careful, important:

AP Application Provider

DataToBeDisplayed | Data to be displayed

DTBD

DataToBeSigned Data to be signed

DTBS

MSSP Mobile Signature Service Provider

M-ID or MID Mobile ID platform providing the mobile signature service

MSISDN Number uniquely identifying a subscription in a GSM/UMTS mobile network

SOAP Simple Object Access Protocol (SOAP) is a protocol specification for exchanging structured information in the
implementation of Web Services relying on Extensible Markup Language (XML)

WS A Web service (WS) is a method of communication between two electronic devices over the Web (Internet).

11 Referenced documents

[1] SOAP Client Reference Guide

[2] RADIUS Integration Guide

[3] SAML and SuisselD Integration Guide

[4] BIG-IP Access Policy Manager Authentication Configuration Guide: RADIUS Authentication

http://support.f5.com/kb/en-us/products/big-ip apm/manuals/product/apm-authentication-single-
sign-on-11-5-0/7.html

[5] BIG-IP Access Policy Manager: SAML Configuration Guide
http://support.f5.com/kb/en-us/products/big-ip apm/manuals/product/apm-authentication-single-
sign-on-11-5-0/27.html#conceptid

[6] Using APM as a SAML Service Provider
http://support.f5.com/kb/en-us/products/big-ip apm/manuals/product/apm-authentication-single-
sign-on-11-5-0/30.html

[7] BIG-IP Access Policy Manager: Implementations: Configuring APM for web access management
http://support.f5.com/kb/en-us/products/big-ip apm/manuals/product/apm-implementations-11-5-
0/1.html
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https://www.swisscom.ch/content/dam/swisscom/de/biz/mobile-id/technische-details/pdf/mobile-id-soap-client-reference-guide-v-2-2.pdf
https://www.swisscom.ch/content/dam/swisscom/de/biz/mobile-id/technische-details/pdf/Mobile-ID-RADIUS-Integration-Guide-v1.3.pdf
file://sg1005z-v1/TGDROST3$/Documents/SwissID/CBU/DP3/BSB2C/Customers/Microsites/Salesforce.com/%5b1%5d%09https:/www.swisscom.ch/content/dam/swisscom/de/biz/mobile-id/technische-details/pdf/mobileid-saml-and-suisseid-integration-guide-v1-1.pdf
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/7.html
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/7.html
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/27.html%23conceptid
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/27.html%23conceptid
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/30.html
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-authentication-single-sign-on-11-5-0/30.html
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-implementations-11-5-0/1.html
http://support.f5.com/kb/en-us/products/big-ip_apm/manuals/product/apm-implementations-11-5-0/1.html
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2 Overview and main scenario
This chapter describes a possible solution to interface the Access Policy Manager (BIG-IP) with Mobile ID.

The solution detailed in this guide is based on the available Radius interface at the BIG-IP side. This
interface communicates with a RADIUS server, in our case an on premise FreeRADIUS server. Basically it can
be done with any RADIUS server that is extensible and would allow the integration of the Mobile ID. Such a
Mobile ID integrated server based on FreeRADIUS has been documented in [2].

Scenario - Strong Authentication with BIG-IP:

Before entering into more technical details, let’s have a short look at the main solution:

Customer Environment Mobile ID Environment GSM Environment

89 ‘,__, £ ENogo

BIG-IP FreeRadlus MSS
Access|RolicylManagen Server ~~ T RADIUS Mobile Signature Service

010N ofo R

~ T Secure SMS
HTTP/HTTPS

Active Directory
SQL Database

This picture shows a user who request access to the applications or the network via BIG-IP. BIG-IP then
sends the RADIUS requests to the FreeRADIUS server to authenticate the user. FreeRADIUS will invoke the
Swisscom Mobile ID service over SOAP and provide the answer back to the RADIUS client interface of BIG-
IP. FreeRADIUS server may also be connected to an external user store, like Microsoft Active Directory,
where the end users details like phone number or credentials are stored.

Here the authentication dataflow:

1. When a user tries to access the applications or the network, BIG-IP makes a request to the defined
FreeRADIUS server to authenticate the end user with Mobile ID.

2. FreeRADIUS server, optionally, verifies the user credentials against internal user stores and/or maps to
a valid mobile phone user

3. FreeRADIUS server (which enabled the Mobile ID plugin) calls the Mobile ID service

4. The Mobile ID platform ensures that the end-user signature request is allowed and forwards the
signature request to the end-user’'s mobile phone

5. Theend-user answer will be processed by the Mobile ID platform and provided to FreeRADIUS server

6. After verification of Mobile ID response by FreeRADIUS server, the answer will be forwarded to BIG-IP
(over its RADIUS client interface). This answer will be processed by the Access Policy Manager to grant
or reject the requests.
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3 Configuration and Best Practices

In this reference guide we assume that:

1. The preconditions defined in [1] are met.
2. The customer has built an intermediate protocol gateway like the FreeRADIUS server described in
[2] (with the Mobile ID plugin).
3.1 Configuration of freeRADIUS in the Access Profile on BIG IP

To use the AAA RADIUS Server an Access Policy must be defined, in its simplest form this would be an LTM-
APM policy attached directly to a virtual server definition. The configuration of BIG-IP must be performed
as described by F5 in [7].

Asimple Access Policy can be defined as follow:
1. Profile type ‘LTM-APM’ with parent profile ‘access’
2. Optional Logout URI(s) defined.
3. Accepted Languages as appropriate.
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General Properties

[Maime ap-mobileid-test
Partition f Path Commaon
Parent Prafile ACCEST
Profile Type LTh-2PM
Settings Custom r
Imactivity Timeout 900 seconds
Access Policy Timeout 300 seconds

Madimum Session Timeout 1] seconds
Minimum Authentication Failure '27 d
Bl seconds
Maimum Authentication Failure '57 d
By seconds

Max: Concurrent Users o
Max Sessions Per User o

Mz In Progress Sessions Per 'Di
Cliert P

Restrict to Single Client IP -

o o o o o |

Configurations

URi|
Aclel
Nocgout ;I
Logout LRI Include Aogout html
=
Ed'rtl Deletel
Logout LRI Timeout 5 Feconds
Microsoft Exchange Mone - I
Uszer ldentification Method HTTP vI
Language Settings
Additional Languages | Afar (a3) LI Add |
Accepted Languages Factory Buitin Langusages
Englizh (en) ;I Japanese (ja) :l
Chinese (Simplified) (zh-cn)
Chinesze (Traditional) (zh-tw)
Karean (ko)
Languages :I Spanizh (es)
»l French (fr)
German (de)
= E=
Default Langusage Englizh (en) = I

Updlate | Delete... |

4. Asimple Access Policy design with a straight forward logon page

Access Policy: fCommon/ap-mobileid-test  editendings | Endings: Allow, Demy [default]

Fallback "TFallback * Successhul
Start +— Logon Page + —4i] —_— Allow

RADIUS Auth

Fallback + e
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Properties || Branch Rules

Marne: |Logon Page

|»

Logon Page Agent

Split damain from full Username Mo =
CAPTCHA Configuration [More =]
Type Post Wariable Mamne Session Yariable Mame Yalues Read Onky

1 | bext ;I usernarne m

2 | none ;I password IE

3 | none ;l fieldz Mo _T

4 | nane ;l fieldd Mo = I

g | nionE ;I fieldS Mo _x
Customization

Language ’E Reset all defaults | ‘

Form Header Text

Logon Page Input Field
1

Secure MobileID Lagon =br= for FE Metwarks

Maobil=1l number

Logaon Button

Logon

Front Image

[Replace Image] [Rewert to Default]

Save Pazzward
Checkbox

Sawe Password

Cancel | Save I

|New Pazsword

Help |

meperties ] rBranch Fules -]

Marne: [RADIUS Auth

RADIUS

AAS Server

Show Extended Error

|l.’Commonfaaa-radius-mobileid ;I

Enabled - I

Max Lagon attempts Allowed

[2 =]

5. Basicvirtual server assignment.

Access Policy
Access Profile
Connectivity Profie
YOI & Java Support

CAM Support

ap-tnobilsid-test 'I
Mone vI
I Enabled

I™ Enabled

6. Testaccess using the mobile phone number as the ‘Username’ on the logon page.
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3.2 Configuration of FreeRADIUS as a AAA server on BIG IP

To allow BIG-IP to perform a Mobile ID authentication, the Access Policy Manager (APM) must be
configured to reroute the user requests towards the FreeRADIUS server. The configuration of BIG-IP must
be performed as described by F5 in [4].

N.B. Before you set up a RADIUS access policy to complete the authentication process, you must have at
least one RADIUS authentication server configured (see section 2)

Basically, the APM must define a new AAA server as such:

1. The “server address for the AAA server” is the IP address or AAA pool containing the IP addresses
that refer(s) to your “on premise” FreeRADIUS server(s).

2. The “Timeout field” should be configured to 60sec in order to give enough time to Mobile ID to
handle the authentication requests. Currently this is the maximum allowed in APM RADIUS AAA™.

3. The “Secret field” is the shared secret that you defined in your “on premise” FreeRADIUS server.

N.B. Before you set up a RADIUS access policy to complete the authentication process, you must
have at least one RADIUS authentication server configured.

»» AAA Servers » aaa-radius-mobileid

General Properties

Matme aaa-radius-mokileid
Partition / Path Comman
Type RADIUS
Configuration
Mode Authentication
Server Connection ¥ Use ponl © Direct
Server Pool Name | ICommonizsss-radius-mobileid-pool
| add |
192.168.42.10 =]
Server Addresses
=
Up | Do | Delete |
Server Pool Monitar nong vI
Authentication Service Port 1812
Secret | ----------
Confirm Secret | ----------

MAS P Address [

NAS IPVE Address [

NAS Identifier r

Timeout '507 seconds
Retries '3—

Service Type ’m
Updlate | Delete |

! With regards to the timeout, Swisscom has opened a case with F5 to allow a timeout up to 90 Sec.
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3.3 Radius Gateway and end-users details

The document [2] describes as well how to inter-connect an external user store to the FreeRADIUS server,
like Microsoft Active Directory (where the end users details like phone number or credentials are stored).

3.4 Alternative to RADIUS with SAML

As described in [5], there is not only the possibility to interface Mobile ID with the RADIUS interface of BIG-
IP, but there is as well an option over SAML.

Such solution is based on the available SAML interface at BIG-IP. This interface communicates with a SAML
server, in our case an “on premise” IDP server. This can be done with any SAML server that is extensible and
would allow the integration of the Mobile ID. Such a Mobile ID integrated server based on the open source
SAML server simpleSAMLphp has been documented in [3].

Refer to [5] and [6] to configure the Access Policy Manager as a SAML Service Provider (as a claims
consumer).
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