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1 Introduction 

The purpose of this document is to provide clarifications how to interface Mobile ID with Microsoft Direct 

Access to authenticate a user with Mobile ID. 

 In Windows Server 2012 R2 the DirectAccess feature and the RRAS (Windows Routing and Remote 

Access Server) role service were combined into a new unified server role. This new Remote Access server 

role allows for centralized administration, configuration, and monitoring of both DirectAccess and VPN-

based remote access services. Therefore this solution guide focus on the Direct Access of the Windows 

Server 2012 R2. 

This manual assumes that you are familiar with Microsoft Direct Access and Swisscom Mobile ID.  

More details about Mobile ID can be found in the Mobile ID SOAP client reference guide [1]. 

Terms and abbreviations 

Abbreviation Definition 

 
Please note: 

 
Be careful, important: 

AP Application Provider 

DataToBeDisplayed 

DTBD 

Data to be displayed 

DataToBeSigned 

DTBS 

Data to be signed 

MSSP Mobile Signature Service Provider 

M-ID or MID Mobile ID platform providing the mobile signature service 

MSISDN Number uniquely identifying a subscription in a GSM/UMTS mobile network 

OTP A One-Time Password is a password that is valid for only one login session or transaction. 

PKI A Public Key Infrastructure  is needed to create, manage, distribute, use, store, and revoke digital certificates. 

RRAS The Windows Routing and Remote Access Server provides traditional VPN connectivity for legacy clients, non-

domain joined clients, and third party VPN clients. 

SOAP Simple Object Access Protocol (SOAP) is a protocol specification for exchanging structured information in the 

implementation of Web Services relying on Extensible Markup Language (XML) 

WS A Web service (WS) is a method of communication between two electronic devices over the Web (Internet).  

 

1.1 Referenced documents 

[1] SOAP Client Reference Guide  

[2] RADIUS Integration Guide  

[3] Microsoft - Remote Access (DirectAccess, Routing and Remote Access) Overview 

http://technet.microsoft.com/en-us/library/hh831416.aspx  

[4] Microsoft - Deploy Remote Access with OTP Authentication - The four steps required to deploy Remote 

Access server with one-time password (OTP) authentication.  

http://technet.microsoft.com/en-us/library/jj134229.aspx  

[5] Microsoft - Strong Authentication with One-Time Passwords in Windows 7 and Windows Server 2008 

R2 http://technet.microsoft.com/en-us/library/gg637807(v=ws.10).aspx  

[6] Microsoft -  Demonstrate DirectAccess with OTP Authentication and RSA SecurID 

http://technet.microsoft.com/en-us/library/hh831544.aspx    

https://www.swisscom.ch/content/dam/swisscom/de/biz/mobile-id/technische-details/pdf/mobile-id-soap-client-reference-guide-v-2-2.pdf
https://www.swisscom.ch/content/dam/swisscom/de/biz/mobile-id/technische-details/pdf/Mobile-ID-RADIUS-Integration-Guide-v1.3.pdf
http://technet.microsoft.com/en-us/library/hh831416.aspx
http://technet.microsoft.com/en-us/library/jj134229.aspx
http://technet.microsoft.com/en-us/library/gg637807(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/hh831544.aspx
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2 Overview and main scenario 

This chapter describes a possible solution to interface a Microsoft Direct Access server
1
 with Mobile ID.  

The solution detailed in this guide is based on the available RADIUS interface at the Microsoft remote 

access server (the one provided for OTP). This interface communicates with a RADIUS server, in our case an 

on premise FreeRADIUS server. Basically it can be done with any Radius server that is extensible and would 

allow the integration of the Mobile ID. We documented such a Mobile ID integrated server based on 

FreeRADIUS in [2]. 

 

Scenario - Strong Authentication with Microsoft Remote Access Server: 

Before entering into more technical details, let’s have a short look at the main solution: 
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This picture shows a user who request remote access with Direct Access  to the Microsoft Remote Access 

Server (M-RAS). M-RAS then sends the RADIUS requests to the FreeRADIUS server to authenticate the user. 

FreeRADIUS will invoke the Swisscom Mobile ID service over SOAP and provide the answer back to the 

RADIUS client interface of the M-RAS. FreeRADIUS server may also be connected to an external user store, 

like Microsoft Active Directory, where the end users details like phone number or credentials are stored.  

Here the authentication dataflow: 

1. When a user tries to connect on M-RAS, M-RAS makes a request to the defined FreeRADIUS server to 

authenticate the end user with Mobile ID. 

2. FreeRADIUS server, optionally, verifies the user credentials against internal user stores and/or maps to 

a valid mobile phone user 

3. FreeRADIUS  server (which enabled the Mobile ID plugin) calls the Mobile ID service 

4. The Mobile ID platform ensures that the end-user signature request is allowed and forwards the 

signature request to the end-user’s mobile phone 

5. The end-user answer will be processed by the Mobile ID platform and provided to FreeRADIUS server 

6. After verification of Mobile ID response by FreeRADIUS server, the answer will be forwarded to the M- 

RAS (over its Radius client interface). This answer will be processed by M-RAS to grant or reject the 

Direct Acceess connection requests. 

                                                                    
1 The following client operating systems support DirectAccess: Windows® 8 Enterprise,  Windows® 7 Ultimate and Windows® 7 Enterprise 
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3 Configuration and Best Practices 

In this reference guide we assume that: 

1. The preconditions defined in [1] are met. 

2. The customer has built an intermediate protocol gateway like the FreeRADIUS server described in 

[2] (with the Mobile ID plugin). 

3. The customer has to deploy the Microsoft Certificate Authority service (PKI) role. 

3.1 Configuration of the Remote Access to support Mobile ID 

Here are the steps that need to be adapted from[4] to setup the Remote Access to support Mobile ID: 

1. Deploy a Single Remote Access Server with Advanced Settings as described in [3] 

2. On Remote Access server, open Server Manager, and click REMOTE ACCESS in the left pane 

3. Right-click Remote Access server in the SERVERS pane, and select Remote Access Management. 

4. Click Configuration. 

5. In the DirectAccess Setup window, under Step 2 – Remote Access Server, click Edit. 

6. Click Next three times, and in the Authentication section select Two factor authentication (use 

computer certificates will be selected automatically) and Use OTP. Verify that the root CA is set to 

CN=corp-Microsoft-PKI-CA. Click Next. 

7. In the OTP RADIUS Server section, double-click the blank Server Name field, as show in in the 

picture below. 

  

http://technet.microsoft.com/en-us/library/hh831416.aspx
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8. In the Add a RADIUS Server dialog, type freeRADIUS server name in the Server name field. Click 

Change next to the Shared secret field, and type the same password that you used when 

configuring freeRADIUS in the New secret and Confirm new secret fields. Click OK twice, and click 

Next, as shown in the picture below. 

 

9. Create a "probe user" with user name DAProbeUser and the password DAProbePass on the 

freeRADIUS server  

 

3.2 Radius Gateway and end-users details 

The document [2] describes as well how to inter-connect  an external user store to the FreeRADIUS server, 

like Microsoft Active Directory (where the end users details like phone number or credentials are stored). 

3.3 Additional documentation 

Refer to [5] for additional documentation and information regarding this setup. And refer to [6] for 

concrete example of a two factor authentication integration. 

 


