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1 Integrity and trust in the Internet of Things 

This whitepaper presents the experiences and insights of Swisscom Group Security in dealing 
with the rise of the Internet of Things (IoT). The author's key findings and recommendations in 
relation to integrity and trust with respect to the Internet of Things are listed below: 

1.1 Key findings 

- There is no universal way to verify identities on the Internet 
- Perimeter protection is defined by the device itself, extrinsic security measures are 

resource-intensive and not workable 
- The user of devices has absolutely no way to determine what data is being collected, 

whom it belongs to and how it is (re-)used. 
- At times the correlation of several individually non-sensitive pieces of information can 

result in the exposure of sensitive personal data (e.g. telemetry data of a pacemaker in 
combination with the owner's name) 

- Today's consumers are not able to ascertain whether devices are already compromised 

1.2 Key recommendations 

- We need to rethink complex, expensive, and ineffective extrinsic security measures and 
replace them with simple, more affordable intrinsic security measures 

- Basic functionality such as secure configuration, authorisation management, software 
updates, and monitoring are increasingly becoming important success factors. 

- With Trusted Computing a solution to establish and maintain integrity and trust already 
exists today 

- The user should be able decide which data he wants to share. 

1.3 Introduction 

Increasing life expectancy and higher quality of life are two key factors motivating peoples’ 
courses in life. In addition, many technology achievements were first used for military purposes 
before general availability in education and the industry, and to ultimately become 
commercialised. The cycle is generally driven by three phases of motivation: self-preservation, 
improvement of - and maintaining the quality of life, and entertainment. GPS, microprocessors, 
and communication networks are only a few samples to demonstrate the aforementioned 
process. 
The Internet also went through these phases, but in a much shorter time span. What was initially 
set up as a military defence network later became available to universities and the industry 
before it became a commodity for the general public. The broad range of services available on 
the Internet can be consumed from anywhere and at any time, especially since the introduction 
and spread smartphones. 
In the ongoing drive to miniaturise electronics, ever smaller and more powerful devices are being 
developed with the capability to measure, monitor, manage, and communicate almost anything. 
The Internet of Things (IoT) is making its way into all areas of our day-to-day lives as shown by 
the table below:  
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IoT Controller Basic platform to develop new services.  

 

Wearables Used in fitness and sports to track 
behaviour-based data (heartrate, steps, 
route). 

 

Medical systems Manage medical auxiliary systems based 
on recorded health data (pacemaker, 
insulin pump, hearing aid device). 

 

Business optimisation 
systems 

Improve the accuracy of warehouse 
management using RFID data. Execute 
secure financial transactions. 

 

Smart grid/smart meter Intelligent systems to monitor and 
manage the environment (electricity, 
temperature).  

 

Connected Car, industry 
sensors 

Integrated networking and 
management of expected component 
failures based on sensor data as well as 
optimisation of system settings 
(chassis). 

Table 1 - IoT categories 

1.4 Change in overall conditions 

With the emergence of the Internet of Things, users will also increasingly want to delegate 
specific tasks to devices linked to them (car, smartphone, smart meter, etc.). In the industry, a 
diverse set of controllers are increasingly handling the management of complex system 
workflows and are therefore more susceptible to, and interesting for attacks.  
Every newly connected device collects monitoring and measurement data. If this data can be 
linked to a person – such as movement data, health data, shopping behaviour, etc. -, innocuous 
data  becomes sensitive personal data. It must be assumed that in the near future the demand 
for trusted devices will increase drastically. In addition, the question of data ownership must be 
clarified. For example, when a construction company installs sensors on a dredger in order to 
measure performance characteristics the question of data ownership is no longer trivially 
answered. Is it the construction company using the dredger, the dredger manufacturer or both 
who own the data? For Wearables (AppleWatch, Fitbit) the user cede - according to the general 
terms and conditions - the right to use the data to the manufacturer. Is the user aware of this? 
 
The control of "my" data – wherever it is, however it was created, whoever generated it – will be 
crucial. Users will want to decide for themselves which digital identity they use for an ICT service 
and whom they share their data with. This necessarily gives rise to the question of the security 
and integrity of the individual devices. 
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The devices fundamentally change the way of communication. The definition of traditional 
perimeter protection, which assumes a protected and trusted inner world and the unprotected 
outer world, is disappearing. The traditional notion of a perimeter is giving way to a picture of a 
perimeter that is defined by the devices themselves. As a result, every device has to ensure its 
own protection. 
 
Compared with a typical corporate network, IoT creates unique challenges, including the 
following: 
 

Challenge Description 
An unprecedented number and range of 
devices make centralised management and a 
homogeneous environment impossible. 

Many devices lack the computing power or 
storage capacity to support proper 
authentication and authorisation. 

Unsupervised and unmanaged devices that 
cannot be physically reached for updating. 

Potential security risks that emerge when 
access is mistakenly denied. (e.g. for security 
organisations). 

Devices that have been in operation for 
extended periods. The supplier only rarely or 
no longer provides updates, or went out of 
business altogether 

Software-only security mechanisms with a 
limited scope of security functions. 

Misuse of the identity of a device. Devices can pass themselves off as other 
devices, negatively impact operational 
processes and gain unauthorised access to 
protected data. 

Table 2 - Security requirements in the IoT environment 

1.5 Why we can't say today whether we're sure 

Communication in the Internet is based on implicit trust. There is no reciprocal check of the 
authenticity of identity. User names and passwords are usually adequate for authentication. We 
can assume that with the increase in the number of participants – and the resulting abuse by 
cyber criminals – it will become increasingly important to securely establish mutual trust. The 
questions of who is who and whom to trust become central. 
The NSA affair with the information leaked by Edward Snowden demonstrated that government 
agencies, in addition to criminal organisations, are actively trying to get devices under their 
control - with ever-better methods of attack. It is a well-known fact that the firmware of 
hardware components such as hard drive controllers1, graphic controllers, or network cards can 
be and have been backdoored. At the same time, the possibilities for end users to protect 
themselves are extremely limited. As a result, we must assume that we control fewer and fewer 
of the increasing number of devices we own (thanks to viruses, bot networks, espionage, etc.). In 
the past, many initiatives were launched to prevent systems from being compromised – and 
getting control back to the user or owner. 
  

1 http://arstechnica.com/information-technology/2015/02/how-hackers-could-attack-hard-drives-to-create-a-
pervasive-backdoor/ 
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Initiative Problem 
Signing of applications 
and drivers  

Manufacturers do not sign their applications or the corresponding 
software libraries. There is no simple way to find out if an 
authentic or manipulated version of a software application is 
used. 

Signing firmware 
BIOS, hard drives, graphic 
cards, network controllers 

Typically, manufacturers use a proprietary signature method. 
Publicly accessible documents on these processes and ways for 
third parties to verify signatures are rare.  

Signature key Public Key Infrastructures (PKI) assume that there is a reliable 
certification authority and trusted signatories. Reality has shown 
that this assumption is flawed: 

- there is no way to verify whether a file was signed by the 
person/company to whom the key was issued. (for 
example, a government authority or a criminal 
organisation could sign a software application with a copy 
of the key.) 

- Attackers have hacked certification authorities in the past 
(DigiNotar2, Verisign3, Comodo4, Gemalto5) and stolen 
software signature keys. 

- There are hundreds of certification authorities and not all 
of them uphold the same standards. It is impossible to 
assess the integrity of all these authorities. 

We must assume that: 
- Code signature keys have been intentionally or 

unintentionally stolen from many software providers and 
certification authorities 

- There is no way to independently check for lost keys. 

Table 3 – Previous initiatives 
 
Despite all security measures, it is therefore almost impossible to determine whether a system 
has been compromised. It is virtually impossible to clean an infected system because we do not 
know on which level the system was infected. Simply reinstalling the operating system is of no 
use, for example, if the firmware of the hard drive controller is compromised. A trusted anchor is 
lacking. 
  

2 https://en.wikipedia.org/wiki/DigiNotar 
3 https://www.schneier.com/blog/archives/2012/02/verisign_hacked.html 
4 http://www.infoworld.com/article/2623707/hacking/the-real-security-issue-behind-the-comodo-hack.html 
5 http://www.pcmag.com/article2/0,2817,2477363,00.asp 
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1.6 How to create trust? 

Trust in interpersonal relationships is based on the assumption that nothing will harm me. I feel 
protected and safe. It is a purely sensory perception and only manifests itself in real terms over 
time in the form of experiences. As a result, trust has to be established and nurtured. However, 
trust is fragile and can be easily destroyed by a single negative experience. 
 
If we transfer this behaviour to the security of the Internet of Things, the following principles can 
be established. 

a) Identity 
Trust is always tied to an identity. Therefore every device needs a unique identity that 
can't be changed. The device must also be able to prove its identity at all times. 

b) Positive intention 
The device and linked service have positive intentions. If I must assume that a device is 
about to damage me either directly or indirectly, I won't use it (manipulated pacemaker, 
monitoring devices sending data to unknown parties). 

c) Predictability and transparency 
The functional scope of the service provided by devices is known to its full extent. There 
are no undocumented (secret) functions. The behaviour of the system can be checked at 
any time by independent third parties. If errors occur (such as software vulnerabilities), 
we expect transparent clarification and elimination (coordinated disclosure6) so that we 
don't lose trust in the manufacturer. Attempted manipulations, like the falsification of 
exhaust emission values at Volkswagen,7 result in a loss of trust with enormous 
economic damage. 

d) Reputation 
An increasing number of positive interactions  between the things gradually form a 
reputation based intelligent network. Trustworthiness and reputation are determined on 
the basis of a combination of the following points: 

o An evaluation system like Tripadvisor, Trivago or HolidayCheck based on 
experiences and opinions in the community 

o A technical evaluation system like the one currently used for the reputation of 
domain name servers and e-mail servers 

o Systematic technical verification by independent security experts 
e) Continuity 

Manufacturers with a corporate culture to embrace and practice these principles over a 
long time are perceived as trustworthy by the public and users. Trust is gained over time 
through authentic behaviour.  

6 http://www.nzitf.org.nz/pdf/NZITF_Disclosure_Guidelines_2014.pdf 
7 http://www.spiegel.de/auto/aktuell/volkswagen-skandal-durch-gefaelschte-abgaswerte-a-1054193.html 
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1.7 From security products to product security 

Today's IT systems are a combination of hardware and software to offer a service as efficiently as 
possible. The IT industry rely on an extensive and complex supply chain of different components 
such as the design and manufacture of computer chips, computer systems, BIOS, controller 
firmware, operating system, drivers, applications and databases. There are also a number of 
dynamic processes involved, such as data exchanges with other systems, Internet connections, 
automatic software updates, etc. The security level of the system is determined by the weakest 
link in the chain. A security mechanism should therefore have the capability to protect the entire 
supply chain. 
Today's IT systems are primarily designed for business functionality and high availability in the 
interest of fail-safe operation – not for security. Protecting IT systems and the data stored on 
them is not the core task of the applications - and is therefore delegated to a security product. 
Following this extrinsic approach, additional security components are installed on the device or a 
protective shell built around the system. Anti-malware software is used to protect IT systems 
from known threats (malicious software, spam, etc.) or zoning by means of firewalls and 
application level gateways. We rely on multiple auxiliary products to perform the entrusted 
tasks. 
 

 

 

Figure 1 Device with extrinsic security Figure 2 Device with intrinsic security 
 
The history of cybercrime clearly shows that an extrinsic approach – as described above – has 
serious weaknesses. It cannot reflect the complexity of the supply chain. In the best of all cases, it 
protects individual areas. If this approach worked well, we could verify and restore the integrity 
of a system at any time. Viruses, Trojans and other malicious software would no longer be a 
threat. The security industry tries to protect consumers against increasingly complex attacks 
while the basic integrity of the platform remains unaccounted for. 
This approach is inadequate as well as inefficient because we have known for quite some time 
that virus detection8 using static signatures can only reactively detect known malware - and is 
easy to circumvent. Proactively detecting new malware is extremely resource-intensive and 
plagued by a high rate of false alarms (false positives). Both approaches do not protect against a 
device compromised out of the box upon delivery. 
 
  

8 http://techzoom.net/Publications/Papers/failurecorrelation 
http://www.forbes.com/sites/andygreenberg/2010/08/17/study-shows-programs-designed-to-catch-hackers-
exploits-miss-nearly-half/ 
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The core problem of a lack of trusted anchor is not limited to the domain of the Internet of 
Things. This issue exists for every IT system – mobile phone, server systems, laptop, desktops, 
host. Until now, the issue was covered up with extrinsic security measures because there was 
adequate performance. It is more difficult to implement resource-intensive security products on 
IoT devices because such devices must operate with low power consumption for extended 
periods. 
 
The industry must rethink the secure operation of such devices. Security and integrity may not 
continue to be delegated to an external body, but must be an integrated component of every 
element in the supply chain. 
In the case of intrinsic security, every IT system has the capability to verify its own integrity at 
any time. If the check fails, a self-healing process has to be carried out to return the system back 
to a defined state. Alternatively, enough redundancy can be built up so that failing systems can 
be replaced. 
To verify the integrity of the complete supply chain of a system, the manufacturer is called on to 
transparently incorporate security functions for third parties. Every manufacturer confirms that a 
specific component (hardware or software) was made by him on the basis of manipulation-proof 
signatures that are published. This documents that the component corresponds to a predefined 
functional scope and does not contain any undocumented functions. This also makes it possible 
to determine upon delivery whether authentic hardware and software components are present 
or were used every time the system starts or in the event of a security incident. 
 

Level Required security function 
Identity Every IT system must be equipped with a unique, manipulation-

proof identity by means of certificates. The certification 
authorities must meet the highest standards. 

Processors and 
controllers 

Detection and confirmation of the authenticity of the processor 
and controller for memory, graphic card, storage, peripherals 
(USB, etc.), communication (Ethernet, WLAN, Bluetooth, GSM, 
etc.). 

BIOS / UEFI and controller 
firmware 

Detection and confirmation of the authenticity of the software 
version for BIOS / UEFI, graphic card, storage, peripherals and 
communication 

Operating system, 
drivers, middleware and 
applications 

Detection and confirmation of the authenticity of the software 
version. 

Table 4 Verification of integrity 
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Secure Boot and Remote Attestation are two existing ways to perform this initial integrity check. 
The main tasks that were defined by the Trusted Computing Group are: 
 

- Confirm the authenticity of the hardware platform and the system software/firmware in 
use 

- Ensure that an authentic (real, not manipulated) operating system starts up in a trusted 
environment to then become trusted itself 

- Provide additional security functions on a trusted operating system which are otherwise 
not available 

This technology uses a Trusted Platform Module (TPM)9. A TPM chip represents a verifiable 
identity and the secure execution of cryptographic functions as well as the secure storage of 
keys. Various manufacturers like Intel, Infineon, Atmel or NXP offer corresponding modules. 
 

  
Figure 3 Trusted Platform Module v1.2 10 

 
By using a TPM chip, it can be ensured that at the lowest level the system is only operated with 
authentic hardware and firmware11. If this integrity check fails, the system does not start and an 
error is raised. The start process is outlined in the section on attestation in the annex. This 
attestation process can take place along the entire service provision chain – end-to-end starting 
with the verification of the hardware all the way to the service applications. 
  

9 https://en.wikipedia.org/wiki/Trusted_Platform_Module 
10 https://en.wikipedia.org/wiki/Trusted_Platform_Module#/media/File:TPM.svg  
11 http://csrc.nist.gov/publications/nistpubs/800-147/NIST-SP800-147-April2011.pdf 
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1.8 What is Swisscom doing? 

The Internet of Things is still in its infancy. Corporate customers and end users are only starting 
to understand the advantages of Internet of Things. The impact on security is largely unknown 
and not well understood. There is currently a lot of interest in the Internet of Things – and it is 
only a matter of time before significant security incidents will occur. 
 
Until Trusted Computing becomes an integral part of the Internet of Things, Swisscom is working 
with IoT Gateways to protect important industrial controller. These IoT Gateways have enough 
power to offer extrinsic security features like firewall services. 
 
Swisscom is an active member of the Trusted Computing Group (TCG)12 and has been working on 
the issue of trusted computing for many years. In an intensive development partnership with 
Intel and universities from Switzerland and abroad, Swisscom industrialised this approach for 
server systems. Swisscom successfully uses this technology in its cloud infrastructure. 
 
Ensuring the identity and integrity of IoT devices as well as the security of their data storage and 
communication is becoming a central factor in success. Without it, companies and consumers 
cannot benefit from the possibilities offered by the Internet of Things without taking 
unnecessary risks. 

  

12http://www.trustedcomputinggroup.org 
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2 Annex 

2.1 Glossary 

 
Attestation of products The qualitatively undisputed proof, identification, traceability and 

documentation of products. 
Authenticity13 The term authenticity refers to the property that ensures that a 

communication partner is actually who he claims to be. 
Application level 
gateway14 

The application layer gateway (also called ALG or application-level 
gateway) is an important security component in a computer 
network. 

Controller15 Controllers are electronic units of computer hardware to control 
specific processes. 

Integrity16 Integrity means ensuring the correctness (integrity) of data and 
the correct functioning of systems. 

IoT Internet of Things 
Compromise17 A system is regarded as compromised if data can be manipulated 

or if the owner (or administrator) of the system no longer has 
control over the correct functioning or content, or if an attacker 
has reached another goal of manipulation. 

Malware18 The terms intrusive function, malicious program and malware are 
often used as synonyms. Malware is a made up word derived from 
"malicious software" and means software that was developed 
with the aim of executing undesirable and usually harmful 
functions. 

Certification authority for 
digital certificates 

In information security, a certification authority (CA) is an 
organisation that issues digital certificates. 

13https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/Glossar/glossar_node.html 
14 https://de.wikipedia.org/wiki/Application_Layer_Gateway 
15 https://de.wikipedia.org/wiki/Controller_(Hardware) 
16https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/Glossar/glossar_node.html 
17 https://de.wikipedia.org/wiki/Technische_Kompromittierung 
18https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/Inhalt/Glossar/glossar_node.html 
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2.2 Attestation 

In the attestation process, the compute platform first initialises the TPM chip to then check the 
respective hardware and software. The diagram below demonstrates the attestation process: 
 

 

1. Initialisation of the manufacturer 
program 

2. Microcode initialises the start 
sequence 

3. Logging of the start sequence in 
the TPM module incl. protocol 
signature. The system can already 
be stopped in the launch phase 
using Launch Control Protocol 
(LCP) and the values in the TXT19. 

4. After the successfull start of the 
operating system, the protocol 
signature is synced with the 
attestation authority 

5. Attestation authority compares 
signature with reference values 

6. Integrity of the system is 
confirmed or denied 

7. Integrity checked or system is 
logically removed from the 
network 

Figure 4 - Attestation process for start sequence of a system 
 
The same tests executed at hardware level can also be executed at operating system level. 
Operating system components such as the operating system core (kernel) and its drivers as well 
as drivers from third-party providers for graphic card, peripherals, or storage can be verified and 
confirmed this way. 

19 Trusted Execution Technology (TXT)  http://www.intel.com/content/www/us/en/architecture-and-
technology/trusted-execution-technology/malware-reduction-general-technology.html 
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