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Foreword

Foreword

When it comes to security — whether in the digital or the real world — we face the prob-
lem of how to safeguard certain desirable features, particularly in the presence of a
potentially invisible attacker who is intent on hampering those very features. Since
ancient times, individuals and societies have needed security. For generations we have
learnt to identify hazards in the real world and take action to avert them.

The world of today also has many assets, which we must protect in order to guarantee
the smooth running of our society. With the ever-growing influence on our society from
digital communication and the Internet of Things, we are increasingly facing new haz-
ards —mainly because the attackers can now also wreak havoc from afar.

Thankfully, great progress has been made in security research and its numerous appli-
cations. Not only has the research-based knowledge about security concepts increased,
butthe application-oriented areas have also established the issue of IT security as a focal
topic. This development is largely due to many incidents — some of them serious — for
industry and private users. In recent years there has been a productive environment for
developing security solutions and putting them into practice.

Many fundamental concepts of IT security are explained in detail in this book. Actual
ideas and models, which we can use to improve our current security, have been devel-
oped by Swisscom and set out in this book. | hope that you will be able to use many of
these concepts in your business and privately.

Enjoy your read!

Prof. Adrian Perrig
Network Security Group, ETH Zurich



1 About this publication

With its transformation from telephone company to supplier of IT and communication
solutions, security has become a central task for Swisscom in recent years. We have kept
abreast of this by highlighting the profile of the security organisation within the com-
pany and by investing greatly in this area.

Security has become the cornerstone for implementing our guiding principles, vision
and promise to our customers. However, it is not simply a matter of being secure, trust-
worthy or reliable. We also want to look at the issue creatively in order to come up with
new and innovative solutions for the company.

This publication is intended, firstly, to provide interested parties with a concise over-
view of the general state and concepts of IT security. Secondly, it aims to show how we
approach the subject and what experience has taught us. Some of the concepts and
measures described are generic and can also be implemented in other companies. We
also use case studies to show the thinking behind the various solutions and how effec
tive they have turned out to be.

Choice of terminology

For the sake of simplicity we have used the term “company” to describe all organisations
for which IT security might be relevant. The operational aspects of security we have
named “security” and the organisational unit responsible for security is called the “secu-
rity organisation”.

About this publication






2 Trends in the economy

During the last five to ten years, the economy has experienced various trends which
have an impact on ICT security. For example, before the first smartphones appeared
it was clear that IT — and IT alone — provided the necessary resources for working with
data. It was also clear that access to company data was cut off as soon as you leave the
office. This has now changed dramatically.

2.1 Consumerisation of IT

In the beginning, it had to be possible to access the company infrastructure at the
request of the management board, even from outside. This put many IT departments in
a difficult position — but who would really want to hold out against the wishes of senior
management? And so the “consumerisation of IT” was born, a trend we know today as
“Bring your own Device (BYOD)".

The requirement to use a private device to work in the company network soon worked
its way down through the hierarchies. Various companies have now made this into a vir-
tue, by generally allowing their employees to bring their own devices into the office. In
extreme cases this applies not only to smartphones, but to the whole range of proces-
sor-reinforced, network-ready devices up to and including the notebook.

If the concept continues to spin out, in future we will see companies giving their employ-
ees a budget instead of IT equipment. However, there are currently still legal hurdles to
be overcome: for example, it would be necessary to regulate the division of investment
and operating costs between the parties. It would also be necessary to find solutions in
advance in the event of devices being lost or needing repair. However, it is clear from the
trend that the longer BYOD continues, the more the user becomes the CIO. This means
that he defines the IT strategy for his company. This will of course also have a significant
effect on IT security — but more on that later.

Trends in the economy
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At Swisscom, the use of private devices has been officially permitted for
some time and is even encouraged. The Any Device strategy was approved
by the Board of Directors, which means that every employee had the oppor-
tunity either to receive an official device, or to use their own.

On the basis of this decision, the IT infrastructure has also started to align itself accord-
ingly. Since access to the internal company network is denied to Any Devices for secu-
rity reasons, the necessary services are made available via the Internet. This does how-
ever place additional demands on security, for example in terms of authentication or
encryption.

2.2 Big Data

The fact that various business processes generate a lot of data is not new. There is like-
wise nothing new in the consideration given to the business models that are based on
it. Added to this, however, is the opportunity of processing these huge quantities of data
effectively and efficiently.

The use of big-data analysis throws the issue of data protection into the front line. The
same rules apply here in principle as for “normal” databases, and even the concept of
anonymisation is actually not a new one. The real problem — which has existed even
since the early days of data warehouses — is data correlation.

Studies have shown that — particularly when data in motion is involved — a maximum
of four data points are sufficient to enable them to be traced back quite clearly to one
person. There are already some good approaches that allow data to be effectively
anonymised. What matters, however, is clear governance and strict controls, to ensure
that the data is not open to abuse. Therefore, what we have to deal with here —as is so
often the case —is not a technical task, but a procedural and, ultimately, an ethical one.
Moderate and responsible handling is therefore essential for Big Data.



2.3 Internet of Things

Increasingly, it is not only people that are connected over the Internet, but machines as
well. This is not new in itself. The industry has been automating and linking its systems
for decades, resulting in what we now know as machine-to-machine communication.
Unfortunately, networked devices are developed mainly to work as efficiently as possi-
ble —with (data) security often playing only a subordinate role.

Even while they are operating, networked devices are treated more as part of the build-
ing and not necessarily as part of a larger network. It is therefore not surprising that such
devices can often be controlled on the Internet entirely without authentication or using
standard user names and passwords. This means that anyone who wants can, for exam-
ple, easily capture the air conditioning system from “outside” and manipulate it at will.
This is of course a fatal shortcoming at premises where the temperature is important
(for example in computer centres).

Furthermore, commercial software requiring regular maintenance runs on most such
devices. This is state-of-the-art in IT systems — for production systems, however, patch
management has remained a foreign word in many places. Even worse: Some manufac
turers of industrial systems prevent the maintenance of system software by the oper-
ator, by threatening them with the loss of their warranty. This in turn results in security
loopholes, which can be relatively easy to exploit.

Similar problems arise if there are large differences between the lifecycles of mechan-
ical and electrical components. Industrial machines are often designed to be used for
ten to 20 years, but are developed on the basis of standard software. Unfortunately, the
life expectancy of such software is only about ten years. After that, the manufacturers
rarely continue to supply security patches.

Yet this is just the start of the trend. In connection with the energy reform, there is now
also the demand for more home automation. The concept: automated building technol-
ogy is expected to reduce energy consumption. That is an excellent idea provided secu-
rity is planned in from the start. Otherwise, we run the risk that our heating system or
the power supply can be manipulated from the outside — either maliciously or through
negligence.

Trends in the economy
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2.4 Decentralised development

The governance of software development was and is still centralised in most compa-
nies. This means that the process by which the business moves from idea to solution is
strictly prescribed and closely managed. This makes life easier for a security organisation
(and many other central services), since it will sooner or later be involved in the project
anyway. Under these circumstances it is sufficient to support the standard develop-
ment process and thereby to influence the necessary security measures.

Recently, however, companies have been increasingly converting to decentralised devel-
opment. This enables them to evolve more closely to the business, with small, efficient
teams. This works more quickly and has the advantage, in the most fatuitous case, of
failing quickly and with lower costs. This trend is therefore worth supporting — it puts
governance before completely new challenges. In such conditions, line management
must assume far more responsibility. Yet they need help for this from the security organ-
isation. They must provide answers to how company risks can be sensibly managed in
such circumstances. More on this in section 7.2.

Local or distributed development is actively encouraged at Swisscom. This

creates new challenges for those involved: firstly, the divisions have to take

over a responsibility they never had in the centralised structure. They are

suddenly responsible not only for implementing the content, but also for
ensuring quality and security. At Swisscom many technical aspects are governed by
clearly defined interfaces (APIs).

From the security perspective, this means that it must always be clear who owns the
risk, and that the security organisation must be closely related to the business. For more
on the organisational aspects see section 7.4.



2.5 Globalisation versus return to independent services

The trend towards global sourcing was and is undeniable. It started with the outsourc
ing of development to India, and later to Eastern Europe. This trend has reached a provi-
sional peak with outsourcing to the cloud. The aim was clearly to reduce costs.

What is not so clear, however, is where the journey will end. Here the industry is mov-
ing along a fine line between cost reduction and security requirements, and the unclear
international legal situation is unsettled by this (keyword Patriot Act). And the revela-
tions surrounding the activities of messaging services leave many feeling increasingly
uncomfortable when it comes to moving ideas, data or services abroad. So it should not
be surprising if different countries are tending to focus their regulations more and move
towards local data storage. These developments are certainly still continuing.

Trends in the economy






3 Trends in private use

3.1 Always on, sensors everywhere

As far as private use is concerned, in recent years a permanent online connection with
the network has become widespread. We have grown accustomed to having the infor-
mation we need available at any time. This is certainly an exciting development, which
opens up many possibilities. Yet at the same time it is also a worrying one, when it
becomes clear to us which data tracks we leave behind us on the Internet and the affect
this has on our privacy. We also need to ask which processes continue to operate if this
“always on” functionality were to be lost.

Our life is increasingly measured by an armada of sensors. This is most obvious in the
case of all the devices that record and transmit certain physical functions of sick or
elderly people for medical purposes. Such sensors can be very helpful, for example by
enabling elderly people to live in their familiar surroundings for longer. If the state of a
person's health is monitored at home, it is possible for example for an alarm to be trig-
gered or a doctor called automatically if a bodily function reaches a critical level.

It would need to be clear to most users of fitness apps that their activity status and loca-
tion are being recorded and transmitted to a server somewhere in the world. However,
the fact that many other ostensibly innocent-looking apps are continuously gathering
data about us and our behaviour, is far less well-known.

This does of course immediately raise questions about data protection and the preser-
vation of our privacy. We should also ask ourselves how far such systems —for example
through personalised advertising or tips — are able to influence or even manipulate our
behaviour.

=
=
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4 The threat landscape

To understand the development of the threat landscape, it is first necessary to explain
the background. Essentially, the role of the Internet has increased greatly in recent years.
As regards the security aspect: originally the network was often used by hackers to sell
software and “toolkits”. Such programs can be used to exploit known weaknesses on
computers. Since the hacker tools provide pre-designed malicious functions, they enable
attackers to compromise systems, even if they have no in-depth technical knowledge.
Such tools may therefore be behind almost each and every attack.

These corresponding tools were and are sold via relevant websites, often via the Dark-
net. However, a veritable underground market has arisen on these sites in the last few
years, In the meantime, services such as the targeted attacking of specific systems or
organisations are offered as well as attack software. Anyone who wants can also place
instructions to send spam e-mails, and much more. This underground market is theo-
retically open to anyone who has a networked computer, some criminal energy and the
necessary cash.

4.1 Actors

The attackers can be divided into different groups. First it is necessary to differentiate
between those that act opportunistically, and those that carry out targeted attacks. The
more opportunistic actors, such as script kiddies, can be assumed to seek out the weak-
est victims. Against such actors, it often helps simply to be “better” than other compa-
nies. Then, in most cases, the business model will not be worthwhile for attackers. To
put it another way, the costs for an attack must be correspondingly high. Basic working
protection can certainly help here.

The situation is different with actors that target their attacks. They set out to achieve
a specific aim, which they pursue resolutely and, if necessary, using great personal and
financial resources. with the use of substantial human and financial resources. It is
becoming far more difficult and expensive to protect against such actors. Let's take a
closer look at various examples of this type.

=
w

The threat landscape



=
B

The threat landscape

Targeted

Opportunistic

Intelligence services

Terrorists
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“Hacktivists”

Vandals

Fig. 1: The attackers and their methods shown in order of the effort and costs involved in
protecting against their activities, with the lowest at the bottom.

4.1.1 Vandals

Digital vandals often have very little fundamental knowledge. They regard attacks on
an infrastructure as something of a sporting challenge and use software and instruc
tions they find on the Internet for this purpose. They use malicious software without
any detailed understanding of how it works.

In the early days of the Internet, vandalism — mainly by young people — was one of the
greatest threats. The basic protection mechanisms were non-existent or had not been
rolled out then. Nowadays, vandals should no longer present a significant problem.
Their attacks would very probably bounce off a well-maintained infrastructure —yet the
risks from vandals should not be completely ignored, however.

The key issue as far as vandals are concerned, is which tools will be available to them in
the future. Will they soon find resources on the Internet that are currently still the pre-
serve of professional attackers? If so, they could once again become far more dangerous.



4.1.2 (Organised) crime

Crime always moves with the money. It is therefore logical that, with the ongoing com-
mercialisation of the Internet, criminals will also turn up on it. Whether through fraud or
theft —as long as there is money to be had, criminals will be there to wreak their havoc.

The criminals have continued to make massive technological and conceptual advances
in recent years. Whereas they used to appear as individual perpetrators, these days we
are more frequently faced with loosely associated gangs. They are found on under-
ground markets and work on projects together. A criminal's reputation on the scene
is important currency in this environment. The gangs look for members with the right
profile. Technical skills are also in demand, such as the services of fencers, by means of
which stolen data or credit card numbers can be sold. However, criminal organisations
that operate according to a real hierarchy are still quite rare in the virtual world.

Cybercriminals have also clearly become more professional in recent years. One reason
for this is the reduced costs and wider availability of powerful IT. In these circumstances
our aim must be to drive up the costs for the criminals so far that their “business case”
no longer adds up. However, to do this we must remain constantly on the ball, because
the criminals themselves are also constantly upgrading their technology and improving
their methods of attack.

4.1.3 Hacktivists

Hacktivists are a more recent phenomenon. In the last few years, spectacular campaigns
by groups such as Lulsec and Anonymous have shown that they are a force to be reck-
oned with. They are able to recruit highly competent individuals, who manage time and
again to paralyse entire infrastructures, or at least cause them serious problems. Their
main motivation in this is to make a political or ideological point.

We must always assume that at least some of the people who are paid for their services
on the above-mentioned underground markets. The hacktivists themselves, however,
have neither the financial means, nor the need, to purchase services underground.

=
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The threat landscape

4.1.4 Terrorists

Opinion in the industry is divided when it comes to terrorism. Some believe that ter-
rorists have no interest in attacking ICT infrastructures, since they use the Internet as
a communication medium and recruiting channel. Others point out that it is precisely
through targeted attacks on the ICT infrastructure that greater damage can be caused
to the western world than by other means. This is countered by the idea that today's
terrorists depend on maximum media impact. However, attacks on ICT do not have
the same media impact as the attack on life and limb, for example. Furthermore, news
of an attack on the critical ICT infrastructure can sometimes no longer be distributed,
because the communication channels no longer work.

Until recently, it was assumed that terrorists lacked the expertise to carry out a suc
cessful attack on the ICT infrastructure, and they wouldn't be able to build it up quickly,
either. However, this is no longer necessary because they can simply buy in the knowl-
edge with sufficient cash. What's more, various governments have started to create
military cyber units which can also lead attacks. If those units were to be affected by
redundancies at some point, well trained experts would suddenly arrive on the market,
who might possibly offer their knowledge underground.

4.1.5 Secret services

Targeted attacks by secret services have increased massively in recent years. Even if the
news reports often convey a different picture, it should be made clear that such attacks
come from all over the world. Whether secret services act aggressively depends on how
they are organised in their countries. Depending on the legal basis, they are intended to
protect the state only, or with the addition of the national economy — in other words,
operate industrial espionage.

Governments that use their intelligence services for industrial espionage are currently a
problem which needs to be taken very seriously. Their espionage organisations have the
means and the opportunity to plan and carry out attacks over the long term using highly
qualified staff. They are also able to compromise ICT products more or less as soon as
they leave the factory. The company's IT department then purchases vulnerabilities and
back doors together with the devices, without even realising.

A network that is compromised in this way can then be used for espionage and sabo-
tage. And because different countries are building up offensive organisations for “cyber
war”, we must assume that they will also use these opportunities in case of doubt. How-
ever, this is currently only supposition, but we must keep such scenarios in mind and
assume that the threat is continuing to grow.



4.2 What can we expect next?

To assess the threat landscape, it is also necessary to observe the threat trends as well as
the actors. A good aid for this are so-called threat radars, as they have been developed
along the lines of national security services for assessing situations. Details of how a
threat radar is built and what it means can be found in the Annex. The main trends that
need to be monitored at present are explained briefly below.

General
Early warning Develo pme nt
7
ntion Main topics Predlctablllt
re weakn\\ B Detectl
of the private sphere ' s
Identi yﬁeﬂ
Urgent issues
tence
a/ , \ SCADA
Society rollferatlon
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MISUSe of services

Sabotag

Attackers

Fig. 2: The threat radar provides information about the development of the various threat
types and channels.
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4.3 Summary

Crime: We do not expect the number of criminally motivated attacks to increase sub-
stantially in the next few years. As already mentioned, criminal forces will also gain
access to tools and attack techniques that previously were only available to well-trained
organisations with a budget to match. Consequently, we must also prepare ourselves for
more complex attacks. It is also clear that criminal organisations are taking more time
over an attack, so that they can cause even greater damage. The attacks are becoming
more professional.

Targeted attacks: We must therefore assume that targeted attacks are on the increase.
These include attacks that aim to harm a particular organisation. We can also expect
that such attacks will be more unexpected and will combine methods that could not
previously be combined. Targeted attacks will therefore be more difficult to predict in
the future.

Internet of Things: The Internet of Things offers enormous potential for automation
— but also for attacks. The vulnerability of widely used software libraries is suddenly
affecting not “only” traditional computers, but “things”, such as cars, refrigerators or
televisions. Only in rare cases are the manufacturers of such products involved in the life
cycle of the device software. They are therefore also unable to respond quickly to critical
vulnerabilities. If such weaknesses are present in different components, the potential
for damage is enormous.



5 Security principles

In view of the above, we can derive four principles which should be used as the basis for
any security strategy.

5.1 Good security practice must be implemented

Any new and ground-breaking ideas with regard to security must be based on solid and
stable operational foundations. It therefore makes sense to implement and maintain
traditional good security practice. This includes meeting a broad range of requirements,
such as

a stable and practised policy framework with corresponding security governance
a stable and practical risk management system

an organisation that aims for integrated security

operational processes such as patch management, identity management, incident
management

> training, awareness and communication

> secure software development

VvV VvV VvV Vv

Further requirements may be added to this list, depending on infrastructure and organi-
sation.

These issues are covered in their entire extent by the usual security frameworks. With
ISO 27001, these tasks can also be certified by external companies. However, please
note that this standard must be regarded as only the first step towards achieving a sta-
ble basis. After all, security is an ongoing process.

=
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5.2 Security is the next business driver

Security organisations were originally created to protect a company's assets. There is no
doubt that this continues to be one of their main tasks —but it is not the only one. For too
long, security organisations have worked on the basic principle that security is necessary
and compliance is the greatest good. Yet they have overlooked the fact that the meas-
ures and concepts needed in order to achieve this were — and often still are — regarded
as something of a necessary evil by many managers.

All too frequently, security organisations still play on the full gamut of catastrophe sce-
narios. They argue that bad things will happen unless you invest sufficiently. Even if
this is indeed the case, few budget managers will be happy to talk about the necessary
funds.

Anyone who adopts this viewpoint forgets that the term "ICT security" can have quite
positive connotations. What's needed is a good dose of positivity. For example, it is
worth pointing out that adequate IT security merely lays the foundations for work-
ing from home or BYOD. Or the argument could be made to the management that it
is thanks to security that the risks of strategic decisions suddenly become transparent.
This turns security into an enabler, and the chief security officer into a partner.

However, it requires new approaches on the part of the security specialists. Above all,
they must move away from extrinsic and towards intrinsic security. The former case is
where attempts are made to build security around insecure products. In the latter case,
products are built safely securely from the outset. In extremely distributed systems,
such as the Internet of Things, the second approach is clearly the more practical one for
the purpose of guaranteeing security.

We have learned that business and budget managers are far from reluctant

to spend money on security. However, they do so not because the security

organisation demands it, but because they understand that it is necessary

in order to meet planned objectives. It is pivotal that the security organi-
sation acts as a partner in this, whilst at the same time showing why it thinks what it
is thinking. A shared understanding of the threat landscape is an important starting
point in this.



5.3 We are constantly under attack

Itis true to say that networks are constantly under attack these days. What has changed,
is the nature of the attacks. There was a time when you could still expect company net-
works and company computers to be clean and trustworthy. Today, however, we must
assume that criminal elements or third countries have already compromised the sup-
ply chain. Furthermore, it would be unwise — given the quantity and complexity of the
attacks —to assume that it would be possible to defend successfully against all of them.
It is therefore advisable to construct an architecture as if the internal network were
already compromised.

5.4 Intelligence is the basis of detection

Anyone who accepts the limits of prevention knows how important it is to reinforce
detection and intervention accordingly. The aim should be for these two areas to oper-
ate in a way that is unpredictable to outsiders. Attackers must not know what awaits
them. It is therefore necessary to pursue new paths, especially in the gathering of data
for intelligence and also in detection.

Yet that is still not enough: clearly, it is not sufficient just to detect attacks — the
company must also be in a position to respond to them. This in turn impacts on the
technology (our own ideas on this are described in section 8.2). And, of course, this also
has consequences for the processes and cooperation of the divisions (more on this in
section 8.3).

N
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6 The security organisation’s
areas of activity

A safety organisation's sphere of influence extends across the fields of basic principles,
prevention, detection and intervention. We will look at each area in detail below, and
show what is possible and feasible in a normal case. The information is by no means 23

exhaustive — further points may be added or some points may not apply, depending on
the infrastructure and the company.

= /,,c |
| |
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Prevention Detection Intervention

c Basics

Fig. 3: The security organisation's four areas of influence.

The security organisation's areas of activity

6.1 Basic principles

By basic principles we mean the foundations upon which the further areas are built. It
is therefore clear that the basic principles must function in a stable and reliable fashion.
This mainly involves the basic protection standards, the processes and the technology
that form “good security practice”.
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The security organisation's areas of activity

6.2 Prevention

The benefits of prevention are quite obvious, as it is there that the security organisation
feels at home. Depending on the requirements, it is necessary here to take measures
involving staff, technology and processes.

Here are some typical examples of this area:

> Training and improving awareness: what do the staff have to know or be able to do?

> Continuity management: how can we ensure that the business continues to function
even in the event of an IT loss?

> Resilience (outage protection): this means ensuring that the system will continue to
function even if a component fails or has been compromised.

> Security risk management: often confused with risk reporting. The aim is not (only) to
identify risks, but also to actively manage them.

> Other, depending on organisation and infrastructure.

6.3 Detection

We have already found that prevention has its limits. These may be technical, financial
or structural in nature. In extreme cases, for example, a criminal can gain access to the
network simply by bribing an employee. We must also concede that we will experience
successful attacks. The object of detection is to identify the attacks at an early stage.

Typical measures for this would include:

> Data Leakage Prevention: this includes the detection (and prevention) of unwanted
data leakage.

Security Information & Event Management (SIEM): this means correlating system
events in order to detect attacks. Later we shall see that SIEM currently has its limits —
which means that the next point is particularly important.

Threat Intelligence: gathers information on a broad basis and evaluates it in order to
detect attacks at an early stage.

Honeynet: this is a network which is not commercially used but which appears pro-
ductive from the outside. As soon as traffic appears on it, it means an attack is proba-
bly in progress.

> Data exchange with third parties.

> Other, depending on organisation and infrastructure.

v

v

v



6.4 Intervention

Unfortunately, companies often invest a lot of time and money in detection, and then
do not know how they intend to react when an incident occurs. For the intervention to
work, however, it must be fast, efficient and effective, while interfering with the busi-
ness as little as possible.

Intervention is primarily (but of course not only) a matter of defining processes. As a
general principle, the intervention processes must be documented and also put into
practice. Following a serious incident the reproducibility of the steps taken may also be
important, so that the incident can be subsequently analysed. Experience shows that
this is not a strength of the parties involved.

N
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7 What does this mean for a company?

Once we have looked at the action areas and possibilities of security, the question arises
of what it means for a company to put a modern security concept into practice. This can
be discussed on the basis of three sub-areas:

> what does this mean for the security culture?
> how can security be strategically controlled?
> what does this mean for the security organisation?

At Swisscom, trust in our employees is a key value, which is also put into
practice accordingly. It forms the basis upon which security is built, since it
requires that employees should fundamentally wish to act in the interests of
the company and the customers.

The security organisation has the task of constructively supporting this behaviour.
It helps employees to fulfil their responsibilities efficiently and securely. It is also crucial
to avoid punishing the majority for the misconduct of a minority, following an incident.
Our security culture also demands close monitoring for the really critical information.
And it also requires that any misconduct is punished promptly and effectively.

7.1 The security culture

Above all, a company that wishes to reinforce its (data) security in the long term requires
a corresponding security culture. In order to establish such a culture, it must be remem-
bered that security is primarily intended to help people, not hinder them. The security
organisation should be perceived as a companion, which communicates risks trans-
parently and effectively supports the business at the same time. In this way the secu-
rity organisation becomes a partner that helps people to carry out their work securely.
In such a culture, security is able gradually to become established as a central concept in
the activities of the employees.
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Management

Of course, we are still a long way from that situation in reality. Today, if someone talks
about IT security, all too often they mean the conditioning of employees. Training, rais-
ing awareness and communication are doubtless important tasks that are worth safe-
guarding. However, they are only part of the whole story. If a security organisation is
viewed primarily as the company police, it is hardly surprising that it is always the first
port of call when an incident has already occurred. It would be better to see it as a ser-
vice provider, as this would do away with much of the resistance and misunderstanding
from the start. However, this often requires a complete overhaul of the security organ-
isation’s own perspectives and ways of working. In other words, its culture must be
adapted from within.

Human-centred security

A concept such as the one described above can be summarised under the term
human-centred security. This is where the security organisation takes on the role of an
internal service provider which works and mediates in all directions (Fig. 4). Its duties can
essentially be divided into two areas: providing the basic security functions and carrying
out security projects.

Partners

Security
Projects,
basis

Fig. 4: Concept of human-centred security. The co-pilot represents the tasks of the
security organisation.

Internal & external



The basic security functions

The basic security functions include the fundamental tasks and processes of the secu-
rity organisation. What matters is that the traditional elements such as security policies
and governance, training, awareness and communication are also placed alongside a
solid and implemented risk-management practice. Otherwise, the security organisation
runs the risk that decisions will be made in other areas (mainly in projects) that could
lead to unacceptable risks and hazards. The way to avoid this is outlined in section 7.2.

As important as these basic functions are, they often consist of highly standardised
processes which are to be handled as efficiently and cost-effectively as possible. Many
functions have a standardised input, clear tasks and a standardised output. They are
therefore ideal for processes which are to be optimised and automated as far as possi-
ble. This applies in particular for process steps which do not generate any real value —
e.g. those in which information is simply copied from one spreadsheet to another.

Last but not least, such processes should also be measured and managed. At first
glance this is relatively simple, and it can, should and will form part of a score card
for the security and the processes. The measured variable here is the Key Secu-
rity Indicator (KSI). In contrast to operational Key Performance Indicators (KPIs), this
relates solely to security. Every company must find its own measured variables for
the KSI and define them as a score card. What is really difficult here is obtaining
meaningful variables from operations that are also recognised by the management.

At Swisscom the main processes are defined by procedures. We have decided

not to record broad and complex processes, but to focus here on the normal

case. A procedure takes up no more than one A4 sheet and typically shows

the five to eight most important steps. Each of these steps is categorised
according to RASCI (Responsible, Accountable, Supportive, Consulted, Informed), with
the responsibilities also being clearly defined. The objectives as well as the input and
output are also stated.

These procedures have proved to be a highly efficient instrument. A procedure can be
defined in a workshop within 30 to 60 minutes at most. At the same time, this helps the
teams to clarify the processes for themselves. It is also necessary here to define meas-
ured variables that enable the efficiency of the process to be measured and controlled.
We have now written around 30 such procedures. This approach enables us to improve
the efficiency of certain processes, sometimes by a factor of three to four. This has ena-
bled us to free up capacity so that we can carry out other, often more interesting, tasks.
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Projects

The security organisation should support projects efficiently and purposefully from the
start. This is the only way to guarantee that it is involved at an early stage and can help
find solutions to the problems of the business. Yet this is where it must depart from pure
compliance work. It does not create a positive culture if it simply tells those involved
what rules they must comply with at the start of the project, and reappears at the end
to check that they have done so.

This may be sufficient for projects with a low security risk, or those in which “standard
security” is enough. For all other projects, however, this is the wrong approach. After all,
a division starts a project in order to solve a problem or tap into a new business area.
A security organisation that sees itself as a service provider will help the division to
achieve these goals —and, in doing so, will of course also act as guardian of security.

Such an approach can be encouraged, for example, by forming small, cross-divisional
teams within the security organisation These teams then work on the project inde-
pendently and are measured according to its success. If the main security roles are
represented in such a team — governance, architecture, physical security, monitoring
— decisions can be made on the spot. This means that, if necessary, assistance can be
provided to the project quickly. However, to ensure that such decisions are made in the
overall context and that no unacceptable risks are taken, a solid and stable risk manage-
ment system is required.

In day-to-day business, it has been found that the cross-divisional teams
occasionally have trouble with their dual role. The balancing act of repre-
senting governance within the project on the one hand and participating
in the content on the other, can lead to issues of identity. In this case the
system needs to be designed so that it is transparent, but also offers specific guidance.

So much for the main roles in a security organisation. There are, of course, many inter-
faces in connection with this which must be defined and observed. We shall describe
the main ones briefly below.



What the management needs

In many executive committees and boards, it is now accepted that security is a mat-
ter for the most senior management levels. But how should these bodies control secu-
rity? Basically, the answer is relatively simple: by using an instrument which they also
use in normal day-to-day business: risk management. Yet that is precisely where the
difficulty often lies. The security organisation often makes life unnecessarily difficult
for the management, by projecting an unnecessary degree of complexity and impor-
tance onto this topic.

Risks are frequently overestimated by security organisations. A large proportion of the
risks processed daily scarcely reach the magnitude that merits their being referred to
the company's senior management - and rightly so. Often, risks are not even reported
at the appropriate level. Before the monthly report is written for the company man-
agement, it is first necessary to ask what risks are really relevant for it. Then it is a mat-
ter of placing the consequences of security incidents in this context. Of course, there
are risks that absolutely must be communicated up to CEO level, but these are (hope-
fully) usually fewer than you think. In this case, quality trumps quality.

Afurther sensitive issue is the question of the projected, financial effects of a security
risk. There are different formulas and approaches for quantifying risks. Provided these
do not also involve financial figures, they can deliver quite useful results. Formulas can
help to prioritise risks. However, if you attempt to calculate only the financial damage
from an actual incident, you will founder. For example, it is impossible to put a price
on loss of trust and therefore loss of customers. If this cannot be done in the case of a
real incident, how then should it be possible for a “mere” risk? Unfortunately, people
still sometimes attempt to lend virtually more importance to security. Usually, how-
ever, the result is the exact opposite, because the security organisation loses trust as
a result and from then on the management no longer sees it as a partner on an equal
footing.

In summary: the security organisation should communicate risks to the management
clearly, openly and transparently, without dramatising them. This is the only way that
the divisions can assume their responsibility in matters of security.
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Partners

A security organisation has various partners — internal and external. For the external
ones in particular, it is necessary to communicate the risk tolerance, the structures and
the culture within the company.

At Swisscom we endeavour to keep the number of partners to a reasona-

ble level, but this is to build closer relationships with them. This enables the

partners to understand how we operate our company and what the rules

of play are here. This makes cooperation easier for advisory functions and is
also particularly useful for audits. In this environment we often wish to obtain an exter-
nal opinion, and that demands a close relationship. We may even go as far as forming
joint ventures.

It is of course different for internal partners. Besides the business, depending on
whether it is viewed more as a customer than as a partner, development and operations
are the main stakeholders. They are ultimately essential, if security is to be effectively
implemented. Nor should the security organisation operate while pointing the finger,
but should actively create added value. We may safely assume that nobody knowingly
builds and/or operates insecure environments. However, if the business does not under-
stand the requirements or the security organisation misjudges the problems of opera-
tion or development, it is difficult for a genuine partnership to be created. Also needed
are good communication, empathy and consistent risk management.

We vehemently endeavour to find solutions jointly with the business, devel-
opment and operations. There are clearly requirements here which cannot
be negotiated. These include those specified by law or by contracts, and also
those that are simply a matter of good security practice. In these latter cases
the position is clear, and the security organisation feels responsible and at home. In all
other cases, however, there are negotiable grey areas. These should also be used in the
search for creative solutions. However, it is necessary for the risk owner to understand
the risk and be able to accept it, and for the security organisation to be in agreement.



Atypical example is patch management. Even at Swisscom there is a conflict between
the security organisation (“We have to roll out this patch immediately, because the vul-
nerability is highly critical!”) and the operation (“Never touch a running system!”). In
such cases, efforts are made to find solutions jointly, based on the objective Common
Vulnerability Scoring System (CVSS). Three areas are transparently evaluated in CVSS:

Base: describes the basic metrics of a vulnerability and its impact on the availability,
integrity and confidentiality of a system.

Temporal: includes metrics that can change over time (for example the quality and
availability of malware), but are independent of the company and are therefore univer-
sally valid.

Environmental: describes the vulnerability in the context of the company. This divi-
sion allows the security organisation to determine the first two parameters. The third is
ideally handled by operations. This means it is possible, efficiently and on the basis of
an objective evaluation system, to decide jointly whether a patch needs to be rolled out
quickly or can be integrated at the next, regular release cycle.

Our experience shows that this approach often results in practical solutions, which are
sustainable and acceptable for all involved. In particular, it is a way of creating compre-
hensible transparency, where previously risks were overestimated or underestimated.
What matters, however, is that the question of whether a risk is acceptable is answered
atthe right management level. The security organisation must really be able to justify it.

Customers

The customers — regardless of whether they are internal or external — should always
be at the forefront as far the security organisation is concerned. Particularly in the
ICT industry, this also includes customers from its own company, who are somehow
affected by security. This applies even if they have nothing to do with the security organ-
isation itself. There are, of course, other stakeholders — especially in the area of criti-
cal infrastructures, for example, the population has a strong interest in professionally
implemented security.
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Customers are also always people. We should make it possible for them to solve their
problems easily, purposefully and securely. It is therefore important that security mat-
ters are transparent and easy to grasp. In fact, how the information is protected should
not concern the users —it should just happen.

A typical problem, familiar to many companies, occurs when confidential information
is exchanged via Dropbox, Box, OneDrive, etc. The employees do not use such services
with any ill intent, but for lack of any alternatives. If a security organisation is to get to
grips with this, it must ask itself how employees can transfer large files to external sup-
pliers and partners easily and reliably. What sort of files are they? Should the company
provide its own user-friendly option, or can it buy in a solution?

If the security organisation adopts such an attitude when tackling the problem, it will
gain much in terms of transparency. It also quickly becomes clear where the risks really
lie: just because a policy prohibits the use of Dropbox and similar services, this does not
mean that everyone obeys it. The only thing that is achieved by this, is that the security
organisation quickly has someone to blame in a crisis....

One aim of Swisscom’s security organisation is to organise security in such a

way that it is as user-friendly as possible. For example, a simple, streamlined

and practical policy on BYOD is being developed with this in mind. Once this

policy is adopted, the security organisation will think very hard about how
to put it to the employees in simple terms. For example, how can the policy be designed
so that it is fun to read?

In addition, we are also looking for a technology, which — for example — greatly simpli-
fies authentication and encryption for the users. If we are able to solve these two prob-
lems, we will also be able to address the risks sustainably for BYOD. Section 8.1 shows
how we intend to approach this.



7.2 The security organisation as co-pilot

Based on the above, we can now derive the role of the security organisation in a com-
pany. The overriding principle here is that the security organisation must develop in a
constant, systematic and targeted way to ensure that the firm places adequate impor-
tance on security.

The core activity of the divisions is to develop business strategy. The security organisa-
tion, meanwhile, is tasked with supporting the divisions in the implementation of this
strategy and keeping risks at an acceptable level. To put it another way, the business
decides the flight path and destination of the plane, while the security organisation
ensures that the biggest thunderstorms and mountains are given a sensibly wide berth.
To do this, it must of course know where these thunderstorms and mountains are.

S
dp’\

Fig. 5: The security organisation helps the plane negotiate thunderstorms and
mountains safely.

Policy and governance

Security traditionally focused very clearly on policies and compliance. Guidelines were
drawn up and implemented based on good practice, then checks were made to try and
determine how closely these were adhered to. The security organisation was therefore
seen as a kind of police force within the company. The experts knew that policies were
often difficult to understand and therefore also difficult to comply with. They were also
aware that policies occasionally prevented employees from carrying out their work, but
for a long time no better alternatives were offered.

Today, we know that while policies and governance are certainly key aspects of security,
they have to strike the right balance between security requirements and business needs.
In this context, it is vital to perform good, solid work in partnership with the divisions
and the other units within the security organisation.
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Monitoring and review

A company should essentially live a culture that requires its employees to behave in
a correct and loyal manner. This culture of trust should also be reflected in the secu-
rity strategy, of course without naively putting one’s faith solely in people’s inherent
goodness.

Just as in air travel, the security organisation must continually monitor operations and
projects and identify any deviations. As such they must be represented in steering com-
mittees, especially those for projects, and play an active role with regard to reaching
milestones and checkpoints.

Security reporting
IT governance processes
Security steering

Fig. 6: The security organisation must continually monitor operations and projects and
identify any deviations.
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Fig. 7: A security officer should be able to identify with the objectives of the business.

Security is actively
involved as a co-pilot
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Customer support

Policies provide the framework, while monitoring reveals breaches of guidelines. During
all this, appropriate customer support (internal and external) by the security organisa-
tion ensures that missteps are avoided wherever possible. Successful customer support
requires consultants and security officers who provide added value for customers. For
example, this means that they identify with the projects and are interested in bringing
them to successful and secure completion. Security consultants should therefore feel
that they are jointly responsible for the success of the project.

The same applies to security officers, whose aim must be to enable the business, as the
customer, to achieve its objectives in a secure way. As a result, security officers are also
measured by the business success of their unit.
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Security —the place to be

All this can only become a reality if the security organisation has the right employees
on board. They must be motivated to travel along a common path and share a common
conviction. A framework has to be put in place making the security organisation “the
place to be” for top people.

There are a number of ways to achieve this. First and foremost, the security organisation
should be located as high as possible within the company hierarchy and independent of
operations. It can then convey the image that is is genuinely able to make a difference.
This difference should then be communicated via suitable showcases — both internally
and externally. One such showcase is regular security or risk management reporting for
customers and partners. Within the company, security bulletins or regular meetings
with management or the Board of Directors help shed a favourable light on the security
organisation. It goes without saying that it always operates with the latest knowledge
and technology, but this fact also needs to be communicated in an appropriate form.

Always keeping an eye on the big picture

It should also be noted at this point that however well a security task is executed, it
will have only limited impact in isolation. Regardless of whether it relates to policy
and compliance, monitoring and review, project management, training or other areas,
a measure only become fully effective in combination with others. The security eco-
system can only be lived through a collective approach. Once everyone has taken that
on board the security organisation can deliver continuous improvement and contribute
to a company’s overall success.



7.3 Strategic management

Security should be managed at two levels. Firstly through the strategic use of risk
management, and secondly through structured planning.

7.3.1 Risk management

Experience has shown that on paper risk management is simple. In principle the pro-
cesses are clear and can also be precisely defined in theoretical terms. Unfortunately,
however, the theory is often caught up by practice. Risks are seldom easy to identify, and
their impact can hardly be assessed with any degree of reliability.

But what is the actual aim of risk management? Fundamentally, it should enable a com-
pany to identify and actively manage its biggest risks. The potential financial implica-
tions are secondary. It would clearly be interesting to compare the relative monetary
cost of risks and security measures. In a culture in which risks are communicated trans-
parently and managed actively, however, complex operational considerations are of
little benefit in any case. Qualitative scenarios that realistically demonstrate what actu-
ally could happen and under what conditions are much more important.

The key element is the process that defines how risks are dealt with. The role of the
security organisation is to be aware of the threat landscape and develop corresponding
scenarios that allow risks to be identified and assessed. The divisions, for their part, bear
the majority of the risks and must also fund the measures taken to reduce them.

It is important that decisions are taken at the correct management level as to which
risks are deemed acceptable and which are not. The correct level is generally that of the
person who, in the event of an incident, will have to explain to the customer why the
incident occurred. Ideally, therefore, senior management will be involved in larger-scale
projects. If this takes place as part of a constant dialogue, a very constructive process
can result.
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7.3.2 The Security business year

Planning in the security organisation should follow the business planning cycle.
Fig. 8 shows how this might look at a high abstraction level.

Business Technical Threat Security
20 Strategy Strategy Landscape Benchmark
3
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8
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Security Security
Architecture Master Plan
HR Planning Budget Planning

Fig. 8: How planning in a security organisation might look if coupled with business
planning.



At the start of the planning process, companies consider their strategy and planning
for the next few years. This must also form the basis for security organisation planning,
given that it is intended to support the business. The security organisation should also
be in a position to create a sound base for the business in respect of IT. In some cases
this may require preliminary structural or architectural work to be carried out. The same
obviously applies for the technical strategy or architectural vision, which serve as the
basis for security.

From the threat landscape...

The threat landscape must be clearly defined and realistic. It must also include state-
ments on future developments, as business planning is placed in this context and busi-
ness strategies are protected in this environment. When communicating the threat
landscape, the security organisation should use clear, simple images that are under-
stood by the business and by management. It is important to operate on the basis that
the threat landscape is the same across the whole company and draw up uniform plans.
It is also clear, however, that events may call everything into question again and make
corrections necessary.

Abenchmark for evaluating the security situation would of course be very useful. Unfor-
tunately there is very little material on the market that could serve as a valid basis for
neutral and objective evaluation. Nevertheless, we should attempt to develop a suita-
ble benchmark based on existing concepts. The most interesting ones are the ISF Bench-
mark and the ISF Healthcheck.

...through scenarios...

Building on this preliminary work, scenarios can be developed that offer hypotheses
as to how the world might look in the future. Since it is impossible to make any defi-
nite statements, it is worthwhile considering various scenarios. This makes it easier to
understand how the security organisation can support the business successfully under
different conditions.

The principles — referred to as beliefs — for the company are derived from these scenar-
ios. The question of what needs to be taken into account and under what conditions an
architecture and an implementation plan should be established can then be answered.
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..to the security architecture

Now things finally get serious. Based on the information above, a company’s security
architecture can be revised (or established for the first time). It shows what must be
done for the company (and also the security organisation) to be successful in the various
scenarios. It also provides information on the most cost-effective way to implement the
beliefs. The same applies for the masterplan, which sets out the situation in broad terms
with scenarios and beliefs, demonstrating which projects and tasks need to be imple-
mented in order to further the architecture and rectify any deficiencies identified (from
the benchmark) without threatening the strengths.

It goes without saying that the budget can be derived from this. It is interesting, how-
ever, that the discussion over how much a company wants to spend on security is now
much easier to manage. The background is now very clear and can be communicated
transparently. The parties involved are informed in comprehensible terms where and
why things need to be done.

One thing many firms overlook is strategic HR planning. The master plan and architec
ture provide a good basis for determining what know-how will be required in the future
and how urgently, and where investment and divestment activity should be targeted.

Once the described planning process has been completed, everything starts again from
the beginning. This procedure allows companies to manage security in a structured and
strategic way and adopt a proactive approach. It is crucial that the security organisa-
tion is already incorporated into the business strategy. However, it primarily performs a
listening role. The main aim is not to influence strategy (although it can highlight risks
where necessary). Rather, it is an opportunity for the security organisation to learn what
contribution it can make towards helping the business achieve its objectives. With this
kind of basic ethos in place, you are often knocking on an already open door.



7.4 Organisational matters

The various ideas and concepts of course influence security organisations themselves
and their integration into the organisation. Two principles have to be observed:

1. Security is a management issue. It cannot be delegated and must be located at the
highest level. This is the only way to guarantee that top management receives unfil-
tered information and allow security to be fully effective. And ultimately, this concept
also ensures that the CEO and their colleagues on the Executive Board are able to fulfil
their duty of care.

2. Integrated security is the key to success. An integrated security concept can be imple-
mented more easily if the various tasks such as policies, governance, physical security,
architecture and the CSIRT are brought together under one roof. In this way, uncon-
ventional solutions can also be sought in which logical measures can if necessary
compensate for physical weaknesses —or vice versa.

Of course, this approach also entails weaknesses and risks. If all security functions are
brought together at top management level, for example, there is a danger that the
security organisation could construct an ivory tower for itself. This has to be taken into
account.

At Swisscom, the CEO decided that security is of strategic importance.

With this in mind, he integrated the Chief Security Officer — referred to at

Swisscom as the Head of Group Security — into his own organisation. This

position was subsequently recreated and filled. It was originally assumed
that the associated organisation would be small and would focus predominantly on pol-
icy and governance tasks. Over the course of discussions, however, the benefits of a cen-
tral organisation became increasingly clear, with the result that security was eventually
centralised directly with the CEO.
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Fig. 9: The current organisational chart shows the key importance of security at
Swisscom.



The Head of Group Security reports to the CEO and is a guest of the Group Executive
Board. He is called upon when required, or can approach the Group Executive Board
at any time to discuss agenda items that he believes are important. This means that
security features regularly on the agenda at meetings of the Group Executive Board
and Board of Directors. Both boards value this, as it ensures that they are always kept
informed about the current threat landscape and how any threats are developing. They
are also kept in the picture about activities in connection with security.

The security organisation itself is a traditional matrix structure comprising seven teams
and four specialist managers:

Security Architecture The name says it all. This team is responsible for the company’s
security architecture. It not only defines the architecture but also implements it. In addi-
tion, the team is responsible for ensuring that the architecture is lived and implemented
in projects. This ensures that no ivory towers are constructed. Security Architecture
has close interfaces with the Enterprise Architecture team. As such, it is essentially the
extended arm of architecture in security.

Security Delivery In simple terms, Security Delivery is the internal consulting unit. This
team handles projects (where they fall under the responsibility of the security organisa-
tion) and supports business projects. It is managed as a traditional consulting/engineer-
ing organisation and has the corresponding responsibilities.

Secure Software Development This team is a consequence of the fact that software is
becoming ever more important at Swisscom. This trend is based on the growing need
for the divisions to develop their own software in the most decentralised and agile
way possible. It was prompted above all by the emergence of app development. How-
ever, the trend is also boosted by the need to be able to react quickly to the market —
or to actually create a market in the first place. Given these conditions, ensuring that
software is created that already has security built into it calls for intensive support from
the security organisation during the development process. The team also develops
the vital reporting environment that measures compliance with technical controls on
the servers.
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Physical Security, Safety This team is responsible for physical requirements and their
implementation. It also has the job of integrating IT security into other areas of security
and seeking creative solutions for producing new products in a more efficient and cost-
effective manner. Atypical question might be whether expensive static data centres will
still be necessary for certain services going forward, or whether container data centres
will be sufficient. The team also covers workplace safety, in other words the measures
we put in place to protect our employees —especially those performing dangerous work.

Monitoring/CSIRT The current and future threat landscape illustrates that detection of
and intervention in the event of attacks is set to become increasingly important going
forward. Incorporating the CSIRT into the security organisation completes the circle of
information. What we learn from detection and monitoring can feed directly back into
policies and architecture. It is clear that the CSIRT maintains a very close interface with
operations, which means that integration into operational processes is of fundamental
importance. As such, a security incident should in principle be handled no differently to
any other operational incident, except that in such cases the technical lead is a member
of the CSIRT rather than an operations employee. This concept has so far proved to be
very successful at Swisscom.

There are also two staff units within the security organisation. The first is called
Security Governance and Policies. This important central team is responsible for the
policy framework, security governance, risk management, crisis management and all
ISO certification activities. The team works closely with various other units such as Legal
Compliance, enabling it to tackle many key topics horizontally in terms of both hierar-
chy and technology.

Security Shared Services The second staff unit acts as a kind of hub for security mat-
ters. When employees have questions for the security organisation, this is generally
where they end up. Security Shared Services tackles cross-sectional processes such as
exception management, communication and awareness. This unit is also home to the
Security ClIO, who helps us bring together and network the various tools and software
packages we use for security.



One might naturally have concerns that a security organisation that reports directly
to the CEO and is located close to the Group Executive Board runs the risk of con-
structing an ivory tower for itself. To guard against this, we have created the role of
Security Officers who look after the various areas of the security organisation and act
as the interfaces between it and the business. The Security Officers work closely with
the divisional heads from the various businesses. They have a wide-ranging remit. On
the one hand, the main risks should be tackled transparently by division management or
accepted. This calls for a close and trusted partnership. On the other, it is the job of the
Security Officers to carry the requirements of the business back into the security organ-
isation. This ensures that security develops in the right direction. Last but not least, the
Security Officers are also responsible for the security organisation’s projects and deliver-
ables in their divisions. They therefore perform a similar role vis a vis the individual divi-
sions as the Head of Group Security vis a vis the Group Executive Board. To date this has
proved to be a great success.
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8 What does this mean for technology?

At this point we should highlight three concepts that help deal with threats in a sustain-
able way.

8.1 Data-centric security

In the past, information protection was geared primarily to the data carriers and the
mode of transmission used. Typically, where information is confidential both the data
carriers and the data transmission must be encrypted. The result, however, is that
control of the data is lost at the moment they are received by the recipient. In addition,
if you focus solely on data carriers and transmission then there is no way to prevent the
uncontrolled distribution of critical information.

Application Users
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Fig. 10: In IT security it is not enough to just encrypt the data carriers and the
transmission. The information itself must be the central focus.
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This has to change. The focus has to shift from data carriers and transmission to the
information itself. The key to this concept is that the information must protect itself
over the long term. To put it another way, the information is encrypted and remains so
wherever it goes. Some manufacturers have laid the foundations for an approach of this
kind with rights management services, but have not yet gone the whole way.

With data-centric security, the information itself decides on access (or from a technical
perspective, a policy server) based on four criteria:

The user: The key issue here is not simply who the user is and what role they perform,
but also how they have authenticated themselves. In the case of publiccomments on a
website, it can be sufficient to use Facebook as an authentication service. In the case of
internal company information, a user name and password may be enough for the com-
pany network. Where content is confidential, however, the information also requires a
second factor such as a card, mobile phone or biometric data.

The device: The requirements in terms of the device also depends on the classification
of the data. Many companies make a distinction between own devices and external
devices. This distinction is not really appropriate, however. The only requirement is that
the device complies with the policy for access to the data in question. The difference
between devices managed by IT and those managed by employees themselves relates
to responsibility for compliance with the policy. In the first case IT is responsible, in the
second it is the employees themselves. Device requirements may include conditions
such as memory encryption, patch status, operating system version, etc.

The location: Location can be understood in two different ways. The first relates of
course to the geographical location in which a computer is situated. This approach
is typically used in the financial industry, where certain data may only be accessed
within national borders. Depending on accuracy, the location could of course be nar-
rowed down to the building in which the server runs. The second meaning of location is
based on technical network criteria. For example, a distinction could be made between
computers on a company network, those connected via a VPN or even those on a
public network.

The application: The application should also play a role. The version and patch status can
influence the decision on data access.



User behaviour could also be taken into account as an additional criterion. This is some-
thing that the credit card industry already carries out as a matter of course in the form
of behavioural analysis. If it were possible to provide support for technology that moni-
tors user behaviour on all standard devices, the security problems associated with BYOD
could be largely solved. If an employee leaves the company, access can immediately be
limited or prevented entirely.

Installing behaviour-based security software on private devices is problematic, how-
ever, since support also has to be provided by the manufacturer or the “shop around the
corner”. If the security software were to intrude too deeply into the operating system,
this concept would be invalid. The result would be high support costs for the company
or widespread dissatisfaction among employees.

All'in all, it is fair to say that systematically implemented data-centric security solves a
lot of problems. Even cloud storage solutions such as Dropbox would only be problem-
atic to a limited extent, as the location of the data is actually wholly irrelevant — they
are protected whatever. Public cloud services would also no longer represent a risk. One
limitation, however, is that even with data-centric security it is not possible to carry out
searches in encrypted data.

This approach may well seem futuristic, but the individual components for such a solu-
tion already exist, and as such it can be considered to be an entirely feasible objective.

8.2 The Collaborative Security Model

Many companies generally work on the assumption that the most reliable way of iden-
tifying security incidents is to use the best security products. One consequence of this is
that very different consoles and techniques have to be used for detection and response.
In addition, the decision on the “best” product is based purely on a snapshot of the tech-
nology available at the time of selection. This can change at very short notice, however.
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To overcome these hurdles, Swisscom has launched the Collaborative Secu-

rity Model. It addresses both of the weaknesses outlined above, based on

the assumption that the divisions themselves decide on the most suita-

ble product for solving a problem at any given moment. In the case of a
mail server, for example, they may opt for the virus protection that delivers the best
detection rate. The required security technology can thus also be licensed on a “pay per
use” basis.

The model also takes account of the fact that most companies combine their logs in
a single environment (logging & monitoring platform, Fig. 11) and also use them for
security evaluations. Comprehensively consolidating logs in this way can significantly
increase the detection rate for opportunistic attacks. Intervention remains complicated,
however. If a port needs to be blocked or a computer denied access to the Internet, for
example, the corresponding rules have to be configured manually in the proxy servers
and/or firewalls. This takes up valuable time.
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Fig. 11: The Collaborative Security Model gives the divisions a certain amount of
freedom when choosing security solutions and consolidates the logs to make them
suitable for reqular security evaluations.



Swisscom wants to solve this time problem by introducing an additional abstraction
layer between the security products and the logging & monitoring platform. It is called
the abstraction layer (Fig. 12) and is defined and managed jointly with the manufacturer
of the logging & monitoring platform. The abstraction layer allows actions in respect
of the various security layers to be triggered directly. Although this concept is still at
the implementation stage, it has already become clear that it may significantly reduce
response times.
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Abstraction Layer (Meta library)

Logging and Monitoring Plattform %
T

Data analytics

Fig. 12: Concept for a meta layer that permits a rapid response to attacks.
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8.3 Threat Intelligence

It has already been mentioned that detection will become even more important in
the future. This is based on the fact that no prevention is perfect and that attacks will
sometimes be successful. As a result, new methods of detection are required. Current
approaches based on security information and event management (SIEM) systems have
enjoyed only limited success. The challenge inherent in these systems is that they can
also answer the questions that you already know. In other words, the criteria under
which an alarm is triggered are defined in advance. There are various problems with this
approach:

> Itis extraordinarily static and thus of only limited use in the fight
against dynamic attackers.

> Itis only scalable to a very limited degree.

> It requires highly qualified staff who are difficult to find.

> Itis predictable for attackers.

> It often proves more complex than expected.

A dynamic and less predictable solution is therefore called for. Unfortunately there are
currently no approaches available on the market that could be incorporated directly.
As these concepts and ideas are very new, there is not yet a universal panacea.

Certain elements of dynamic detection have already been implemented at
Swisscom. The process began with two relatively simple measures:

1. Every employee in the CSIRT team has a certain amount of time officially available
to them each week to search for APTs (advanced persistent threats) independently
and at their own discretion. Experienced analysts who know the network have a
very good chance of sensing when something smells slightly off. Even though this
approach does not seem especially structured, it has nevertheless already achieved a
degree of success and will be retained despite all the technical alternatives.

2.To ensure that all parties have access to the same level of information in the event of
an incident, a separate permanent chat room is set up for every larger-scale incident.
Employees who do not work in the CSIRT are actively invited to join the chat room if
the incident is of relevance to them. This ensures that information is shared rapidly,
transparently and consistently, while documentation essentially takes care of itself.
This in turn addresses the problem that incident handlers are often not very moti-
vated to keep documentation up to date.



We have also started to use big data to detect anomalies in data traffic. Metadata from
traffic in the company network (no customer datal) is recorded for a certain period of
time and then evaluated. Since attacks on IT systems often follow similar patterns,
these can be used to identify them. If a pattern is known, the security components can
be programmed accordingly in order to prevent further damage.

8.4 Maturity model

Clear basic requirements remain a key pillar of good security. With regard to the level of
abstraction, these requirements (policies) range from company-wide guidelines to the
implementation and hardening of the objects that make up the IT landscape, in other
words servers, workstations and network components, but also applications such as
databases.

From a technical perspective, a mature framework that has grown up over a period of
years and is based on common standards such as the Standard of Good Practice or ISO
is indispensable. This framework is known as IT Security Level Basic (ITSLB) and describes
at a technical level how an object, for example, must be configured securely. This is just
one aspect, however; the other defines how patch management, malware protection,
IAM and proxy analyses need to be set up and managed. The Deming cycle (named after
the US physicist and statistician William Edwards Deming), which comprises the four
steps “Plan”, “Do”, “Check” and “Act”, maps the entire maturity model based on the ITSLB
framework.

The “Plan” step and parts (technical implementation specifications — fact sheets) of
the “Do” step are mapped in the ITSLB framework. Operations is then responsible for
the implementation aspect of the “Do” step. The “Check” and “Act” steps are covered
through reporting and the resulting corrective measures.
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Fig. 13: The Deming cycle maps the entire maturity model based on the ITSLB
framework.

As shown, end customers such as those of an outsourcer are very interested in how
security is implemented by the service provider. The “Check” step is therefore also
relevant for them, as it provides them with a transparent “security barometer”. To ena-
ble this, the service provider requires customer-compatible reporting. However, it should
also use this reporting for internal purposes such as initiating corrective measures.

Swisscom has developed “Sophia” to monitor the maturity of internal and

external users. It allows up-to-date status on patch status, malware protec

tion, ITSLB and other aspects to be called up via the web. It is used primarily

for the server landscape, but also for managed workplaces and various other
sensitive objects.

“Sophia” can be seen as a storage basin for security information. It also provides an
inventory that is put together and consolidated from a diverse range of sources. As
such it offers a benefit that should not be underestimated, since a correct inventory is
vital to ensure effective coverage of the IT landscape and thus present the business in
respect of security. Integrated exception management offers the opportunity to spot
discrepancies in a wide range of areas and report them in a transparent way. By linking
to various external providers of security information (e.g. weakness bulletins), “Sophia”
receives additional content that also feeds into the reports.



Technologies such as big data or REST API interfaces are used and made available for
“Sophia”. Finally, a multi-client web portal provides the interface to the security officer,
who can monitor the maturity of security in a detailed manner and in real time.
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Fig. 14: The Sophia web portal allows you to monitor the maturity of security
in real time (screenshot does not show a real evaluation).
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9 The role of the state

Even the most sophisticated security concept and the fittest security organisation can-
not protect a company against all currently conceivable threats. And this is where the
state should be making its contribution. There are essentially two areas in which the
state can support companies — particularly with regard to protecting critical infrastruc
tures. Firstly it can provide information, and secondly it can offer technical support in
certain areas.

As far as information is concerned, in today’s fast-paced world it is fanciful to think that
the state can act faster than the private sector. Exploits and indicators of compromise
are generally circulated very quickly and efficiently by the world’s computer security
incident response teams. These bodies are extremely well networked, and it is stand-
ard practice for findings to be shared quickly and simply. Since states generally do not
have these informal channels, they will only rarely be quicker than the private sector. At
best they can ensure that operations has a relatively clear picture of the situation. This
can also then show, for example, where a similar attack is taking place and how those
affected can mutually benefit.

Providing information when something is awry

The state does have access to information sources that are unavailable to the private
sector, however, so can offer support in this respect. This does not have to relate to
immediate threats — it can be extremely useful for security organisations to merely find
out about indications of potential threats. This helps security organisations within com-
panies to develop some initial thoughts about risk management.

“What would happen if?” is a question that companies have to ask themselves on an
ongoing basis in any case. If they can already do this on the basis of potential threats,
they are prepared in the event of an emergency. Such scenarios can also be used as an
ideal basis for exercises in the crisis management team.

To ensure that the exchange functions as desired, however, both sides have to learn that
such information does not need to be precise. Even if four out of five such scenarios
never materialise, you still have a vital head start with the fifth and the considerations
regarding the other four have not been in vain.
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The second aspect as regards the role of the state is the supply chain. Nowadays we have
to assume that even this is not always trustworthy. However, it is nigh on impossible
for companies to check supplied products for built-in backdoors. Some manufacturers
forbid reverse engineering in order to protect their intellectual property. This means that
customers of these manufacturers are venturing out onto very thin ice if they start look-
ing for backdoors. Not doing so is not an option either, however, particularly in the case
of critical components.

Checking critical components for backdoors

It is here that the state could provide assistance. It should actually be in a position to
carry out detailed checks on components that are vital for critical infrastructure and
search for any backdoors they may contain. In some circumstances it would also be
interesting to publish these results in order to send out a message to the world: “We are
watching very closely.”

Besides this, the state obviously assumes a controlling role. It has to have an interest in
ensuring that the operators of critical infrastructures in particular fulfil their missions.
In Switzerland, the federal government’s cyber security strategy is dependent on the
responsibility of individual companies. This is in line with the country’s culture and the
way in which people treat each other. Relying wholly on individual responsibility would
be too risky, however. There must and should be a certain degree of control.

However, governments must be careful not to over-regulate or regulate incorrectly.
There have been examples of regulators, chiefly in the area of incident response, impos-
ing rules that limit companies’ freedom to act. In this case, the regulators perhaps
focused on easily measurable factors in the interests of implementable control, which
ensures compliance but not security.

It would make sense for the processes to be regulated and audited. In other words, to
ask questions such as whether the company fulfils its risk management obligations,
or whether security risks are recorded and processed systematically. This would check
whether a company’s management is fulfilling its fundamental duty of care in respect
of IT. Business risks have always been recorded and managed.

The breadth of impact of an information security management system could also be
checked. Many companies already work in accordance with industry frameworks such
as COBIT or ISO 27001. The latter is certifiable and can easily be demanded by a govern-
ment. While it is fanciful to assume that ISO 27001 certification guarantees universal
and high-quality security work, it can nevertheless ensure that all topics are addressed
in one way or another. This would certainly be a step forward compared with the
current situation.
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Fig. 15: Sample threat radar structure.

The threat radar is made up of various sectors and circles. The sectors group the threats,
thereby creating a certain structure. The circles describe the importance and urgency of
threats based on the following hierarchy:

Observation: Threats that could become current in the next few years are recorded here.
The security organisation keeps an eye on them, but for the time being devotes only a

very reduced amount of time and money to them.

Early warning: Such threats must be kept in mind, with indicators possibly being estab-
lished to identify any movements at an early stage.

Main topics: Threats in this ring are current and must be addressed.

Urgent issues: Such threats are highly topical and are also generally preceded by events.
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Part of the daily work of the security organisation is to record threats and monitor the
direction they move on the radar based on the observations made. The trail they leave
provides an insight into where they might develop over the next 12 to 18 months.
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Fig. 16: The trail that a threat leaves on the radar shows the direction in which it might
develop.



Abbreviations and specialist terms

APT Advanced Persistent Threat is a complex, targeted and effective attack on the criti-
cal IT infrastructures and confidential data of companies who are potential victims due
to their technological advantage. Alternatively, attacks target companies who merely
serve as a springboard to the actual victims.

Architecture Describes all static and dynamic aspects of a company’s IT. This includes
the > infrastructure and the associated management thereof (configuration and capac
ity planning, load distribution, data backup, availability, failure safety, disaster response
planning, etc.). It also encompasses functional aspects such as the interfaces required to
allow IT support for processes.

Big Data This is now generally understood to refer to the techniques for collecting and
evaluating loosely structured mass data.

BYOD Bring your own Device describes the concept of integrating private mobile devices
into the company network.

COBIT Control Objectives for Information and Related Technology is an internationally
recognised IT governance framework. It breaks down IT tasks into processes and control
objectives. COBIT does not primarily define how the requirements are to be met, but
instead mainly what has to be implemented.

Continuity Management In business economics, continuity management refers to the
development of strategies, plans and actions to protect the activities or processes that
are crucial to a company’s survival or to permit alternative workflows.

CSIRT Computer Security Incident Response Team describes a group of security experts
who act as coordinators in the event of specific IT security incidents or focus on com-
puter security in general, warn about security loopholes and propose solutions, and ana-
lyse malicious software.

CVSS The Common Vulnerability Scoring System is an open industry standard for assess-
ing the severity of potential or actual security loopholes in IT systems.
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Governance This describes the control and management system of a company or
division.

IAM Identity and Access Management, in IT this generally refers to software compo-
nents that manage identities and associated system access rights.

Infrastructure This comprises all buildings, communications services (network),
machines and software provided at an underlying level (infra is Latin for “below”) for
the purpose of information processing.

ISF The Information Security Forum (ISF) is an independent, not-for-profit organisation
with a membership comprising many of the world’s leading companies. It focuses on the
principles and concepts of IT security and provides tools.

ISO 27001 The international standard, subtitled “Information technology — Security
techniques — Information security management systems — Requirements” specifies the
requirements for establishing, implementing, monitoring, maintaining and continually
improving a documented information security management system, while taking IT
risks in a company into account.

ITSLB 1T Security Level Basic is a framework that describes at a technical level how an
object, for example, must be configured securely.

KPIs In business economics, Key Performance Indicators are ratios used to measure or
determine the progress or degree of fulfilment of an organisation’s key objectives or
critical success factors.

KSICommon IT security indicator, used in the same way as > KPIs in business economics.

Logging Generally used in IT to refer to the (automatic) saving of process data or data
changes in log files.

Monitoring A generic term for all types of immediate systematic recording (logging),
observation or surveillance of an event or process by means of technical resources or
other observation systems.

Policy An internal guideline documented formally by a company and for which manage-
ment is responsible. In IT, policies can also be seen as framework provisions for permis-
sions and prohibitions.



RASCI Technique for analysing and presenting responsibilities in a company. The name
is taken from the initial letters of the words Responsible, Accountable, Consulted and
Informed.

REST Representational State Transfer is a programming paradigm for distributed sys-
tems, and in particular for web services and machine-to-machine communication.

Risk Management Comprises all measures for the systematic identification, analysis,
evaluation, monitoring and control of risks.

SIEM Security Information & Event Management refers to a software or service that
analyses security warnings from a network’s hardware and software components in

real time.

Threat Usual term used to refer to danger in an IT security context.
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